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AUDIT COMMITTEE MEETING
COUNCIL CHAMBER – 3.30 PM

1.0 DECL AR ATIO N OF OPENING

2.0 RECORD OF ATTEND ANCE

2.1

Present

2.2

Apologies

2.3

Leave of Absence (previously approved)

3.0 PUBLIC QUESTIO N TIME

4.0 CONFIRM ATION OF PREVIOUS MEETING MINUTES

4.1

Audit Committee Meeting 19 February 2020

COMMITTEE RECOMMENDATION
That the Minutes of the Audit Committee Meeting held on Wednesday 19
February 2020 be accepted as a true and correct record.
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5.0 DISCLOSURE OF INTEREST

5.1

Declaration of Financial Interest and Proximity Interests
Elected Members must disclose the nature of their interest in matters to be discussed at the
meeting (Part 5 Division 6 of the Local Government Act 1995).
Employees must disclose the nature of their interest in reports or advice when giving the
report or advice to the meeting (Sections 5.70 and 5.71 of the Local Government Act 1995).

5.2

Declaration of Interest Affecting Impartiality
An Elected Member or an employee who has an interest in a matter to be discussed at the
meeting must disclose that interest (Local Government (Admin) Reg.11).

6.0

OFFICER I TEMS

6.1

Business Continuity Plan

File Code

ADM0029

Author

Vin Fordham Lamont - Chief Executive Officer

Disclosure of Interest

Nil

Attachments

1. Shire of Carnamah Business Continuity Plan

SUMMARY
The Audit Committee is requested to consider recommending the attached Shire of Carnamah
Business Continuity Plan (BCP), which has been drafted with the assistance of LGIS.
BACKGROUND
The attached Business Continuity Plan to Council has been developed with assistance from LGIS
to help Shire of Carnamah to provide an adequate response to disruptive incidents. A plan is
necessary to ensure the capability of Shire of Carnamah to identify and continue the delivery of
critical activities and services following a disruptive incident.
The Business Continuity Plan has been customised to reflect the Shire’s priorities, stakeholder
expectations and any existing capabilities.
COMMENT
As part of risk management discussions with LGIS, it was discovered that the Shire did not have
a current Business Continuity Plan. Using a template provided by LGIS, officers have developed
a suitable BCP.
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CONSULTATION
•
•
•
•

LGIS Risk Management Officers
DCEO
Manager Works and Services
Executive Co-ordinator

STATUTORY ENVIRONMENT
Emergency Management Act 2005
STRATEGIC IMPLICATIONS
Nil
POLICY IMPLICATIONS
Nil
FINANCIAL IMPLICATIONS
Nil
VOTING REQUIREMENT
Simple majority

COMMITTEE RECOMMENDATION
That the Audit Committee recommends that Council endorses the attached
Shire of Carnamah Business Community Plan, which has been drafted with
the assistance of LGIS.
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Attachment 1 - Item 6.1
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Shire of Carnamah
Business Continuity Plan
Version 1.0 March 2020

Version 1.0 March 2020
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Checklists:
1. Emergency Response
Delegated to:

Action

Complete

Respond to audible and telecommunication alarms.

Date & Time

Evacuate Building if required to do so

Date & Time

Account for and verify staff support & wellbeing and safety

Date & Time

Receive information from relevant sources (Internal, DFES, Police, and
Witnesses) before handing over to Emergency Services.

Date & Time

Take appropriate safety precautions if safe to do so (e.g. turn off electricity
and close the safe).

Date & Time

2. Immediately After Emergency:
Have all members of the Incident Management Team and spokesperson been
informed?
Yes/No

Date & Time

Yes/No

Date & Time

Yes/No

Date & Time

Yes/No

Date & Time

Yes/No

Date & Time

Are there any Witnesses? Is there any Photographic or CCTV evidence?
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3. Plan Activation Procedures & Incident Leader Checklist
Incident Leader Checklist: Consider the following actions important:
Invoke this Response Plan if the incident could: ……..
Convene the Incident Management Team to review the situation at
an ‘Incident Control Centre’ venue in the following order:

Incident Management
Team Leader

Date &
Time

Agree future location of your Incident Control Centre and future
meeting times for convening the Incident Management Team.

Delegated to:

Date &
Time

Determine employee support & wellbeing requirements (See section
4 for more details).

Delegated to:

Date &
Time

Start recording a log of all decisions, actions and issues

Delegated to:

Date &
Time

Determine Leadership Team roles and responsibilities

Delegated to:

Date &
Time

Delegate responsibilities for communications
Appendix A – Communications Guidelines

Delegated to:

Date &
Time

Delegated to:

Date &
Time

Notify neighbours

Delegated to:

Date &
Time

Notify LGIS and seek advice

Delegated to:

Date &
Time

Remind staff to photograph all evidence prior to initiating urgent
repairs

Delegated to:

Date &
Time

Ensure emergency funds are available if required

Delegated to:

Date &
Time

1. …

Depending on the nature of the incident, consider:


Requesting assistance from other local governments, contractors
or stakeholders



Staffing requirements for the next 5 days, 10 days, 1 month



Supply requirements for the next 5 days, 10 days, 1 month



Other resources or equipment required for the next 5 days, 10
days, 1 month



Clearing backlogs



Leadership and staff rotation / rostering

See ‘Scenario-Specific’ Checklists on following pages for more specific
information relating to:


Loss of People



Loss of (or access to) buildings / infrastructure / equipment



Loss of IT., Data or Communications



Loss of key Suppliers
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See below

Incident Leader Checklist: Consider the following actions important:
Identify and Prioritise:
1. Time-Critical Business Functions

See below

2. Key contacts
3. All Upcoming Activities

Additional Actions / Notes Log

Delegated to:

Complete

Delegated to:

Date & Time

Delegated to:

Date & Time

Delegated to:

Date & Time

Incident Management Team Deputies and Support
Name

Position
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Contact

Employee’s support & wellbeing requirements:
Determine employee’s support & wellbeing requirements:
Set up incoming and outgoing contact arrangements for staff
Monitor employee’s medical & stress factors. Consider support options for staff who:
Are ill, are anxious about the risks, or fail to show up to work due to safety concerns,
caring for sick family members or due to travel restrictions.
Identify space to segregate/isolate teams or individuals if necessary.
See checklist: ‘Loss of People’ for additional information.
Monitor employee’s medical & stress factors
Determine Management and Staff roles and responsibilities before sending anyone
home (if applicable):
Make sure:
If you’re sending them home, that they are actually capable of getting home and not (for
example) in shock or ill and unable to drive.
That they are able to contact their families if they need or want to.
Make sure they understand:
Where they should go
What they should do and how they should do it
Remind them about the Organisation’s Social Media policy (not to talk to the Press, or
post on Facebook, or alert Friends). If an employee is approached for a comment, they
should refer the media body to you as the incident leader.
Reporting arrangements
That their jobs are safe (if applicable)
When they should come back to work
When the next communication can be expected and how it will be communicated.
 Contact and instruct staff not affected by the incident, currently off site, on leave
or located elsewhere.
 A main internal point of contact should be nominated and provided to all staff should
they need to communicate. This should be a different person to that making the staff
contacts.
Engage external employee assistance program (EAP)
Consider employee’s family & carer responsibilities (e.g. children). Allow them to contact
their family if they want to or need to.
If required, assist employees who may have increased medical requirements such as;
those persons who may be pregnant, recently undergone an operation, disabled or frail.
Consider flexible working arrangements
Set up a roster system and / or additional resources to manage workload
Contact family or next of kin only with assistance from Employee Assistance Program or
Police
Organise refreshments, catering and toilet facilities
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Delegated to:

Time

Determine employee’s support & wellbeing requirements:
Organise suitable transport arrangements for employees if required
Organise temporary accommodation if required
Ensure regular updates to staff and allocate responsibilities for updates.
Methods: Email; SMS; Social Media; White Board; Bulletin board; Internet; Other.
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Delegated to:

Time

Examples: Time-Critical Business Functions
Recovery
Time
Objective

Critical Activities: Examples
Stakeholder communications including staff, business community and
elected members.
Notify staff off-site and post messages on Social Media, TV, radio, website,
SMS, etc.
Ensure public relations, media liaison & official media releases are being
managed
Contact all relevant contractors to confirm if they have been affected by the
incident
Contact Insurers (LGIS) if required
Customer Services: (redirect main office numbers (for example: to Library),
set up new temporary customer face-to-face office (Library or Civic Centre),
and monitor incoming e-mails).
Consider giving staff pre-prepared statements for callers and visitors.
Ensure urgent Works requests (sewerage, drainage, retic, roads, traffic,
trees, verges, etc.) are being managed
Ensure urgent Ranger-related calls ( Local Law enforcement, animal
control, etc.) are being managed
Ensure urgent building maintenance requests (safety) are being managed
Ensure urgent EHO-related requests (contamination, food premises, pests,
etc.) are being managed
Ensure IT and communications systems to the organisation are operational
(mainframe, internet, e-mail, systems, and phones).
Provide administrative support to Councillors and CEO
Burials, burial register & liaison with Funeral Directors
Complete accident investigation and incident reporting forms
Consider cancelling any events, committee meetings, etc
Payroll
Traffic management & road project activities if required
Banking, revenue control, rates, payment of creditors, etc.
Ensure contractors continue cleaning of public facilities
Contact applicants of certified & uncertified building permits, occupancy
permits, planning applications and if possible, continue advice to customers
on statutory planning matters.
Records management including incoming and outgoing mail
Waste and recycling (sites & Contractors)
Aged Care
Youth Services
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Delegated to: Date &
Time
e.g. CEO

Other considerations

Priority

Animal pound food and water

Delegated to:
e.g. Works Supervisor

Banking Security Tokens

e.g. Manager of Finance

Emergency kits
Event equipment
Fuel
Generators
Mobile phone chargers
Plans: LEMA / BCP
White Board & markers
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4. Assess
Assess the Situation
Describe what has happened:

What action has been taken so far?

What has changed / is changing? / Will work hours be affected?

Which areas are impacted, or may still become impacted?

What might happen next?

How long is this Incident likely to continue?

What actions should be taken immediately?

What’s the desired realistic outcome?

Can we put plans in place to deal with any backlogs?

How often should the team meet?

Identify and Prioritise
1. Time-Critical Business Functions
2. Key contacts
3. All Upcoming Activities
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Upcoming (Recurring) Activities and Events
Mon
th

Who?

Activity

Jan

EXCO

Primary Returns - New Elected Members

Jan

SFO

Emergency Services Levy - Option A Remittance report - see Form B Schedule 5
and ESL Assessment Profile Return Form A

Jan

CEO

Compliance Audit Return - Commence Audit

Jan

DCEO

Revaluation of Assets - Plant and Equipment; Land, Buildings and Infrastructure; All
Other Classes of Assets

Jan

DCEO

Commence Budget Review Process

Jan

EXCO

Review Website - Ensure forms, plans and registers are all up to date

Jan

RAO

Central Records Retention Disposal Schedule - Run report to see what records are
due for disposal

Jan

CEO

Health and Safety Officers - commence process for election of OSH officers

Jan

EXCO

Honour Board - Update as necessary following elections

Feb

DCEO

Annual Electors Meeting - OCM Report on outcomes

Feb

CEO/EXCO

CEO to Employee Delegation Review- Sub-delegations to employees.
Ensure delegations are written and all new designated employees are provided with
primary return forms.

Feb

CEO/EXCO

Review Authorised Persons

Feb

CEO/EXCO

Review Financial Interests Register

Feb

DCEO

Compliance Audit Return - Report to Audit Committee, Council and DLGSC

Feb

DCEO

Review Rate Exempted Properties

Feb

DCEO

Review of Annual Fees & Charges

Feb

CEO/DCEO

Commence Review of Financial Management Systems

Feb

EXCO

Councillors photographs

Feb

DCEO/SFO

Annual leave/Long service leave loading - advise all managers

Feb

RAO

Record Keeping Plan - Review and submit to State Records

Feb

CEO/EMRS

Review Local Emergency Management Arrangements, Recovery Plan and Contacts

Feb

DCEO

Dangerous emails - remind staff of the risks

Mar

CEO/EXCO

Council Delegation Register Review

Mar

Bushfire
Captain/EMRS

Bush Fire Brigade Meeting (and schedule LEMC following the meeting)

Occurs
2 years
Monthly
Annual
4 years
Annual
Annual
Annual
Annual
Annual
Annual
Annual
and as
needed
Annual
Bimonthly
Annual
Annual
Annual
3 years
2 years
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Annual
5 years
Annual
Annual
Annual
Every 1-2
years

Mon
th

Who?

Activity

Occurs

Mar

SFO

Emergency Services Levy - Option B Payment Due

Annual
return

Mar

DCEO

Budget Review

Mar

EXCO

Elected Members - Review Meeting Attendance Register

Mar

EHO

Caravan Park Inspections

Apr

CEO

Review the Equal Employment Opportunity Management Plan

Annual

Apr

CEO

Audit - Compliance Audit Return Action Plan IF Required

Annual

Apr

Elections - Enrolment Eligibility Claims (Owners and Occupiers) Register

2-years

Review Policy Manual

Annual

Apr

CEO
CEO/DCEO
/EXCO/MWS
MWS

Safe Work Method Statement Review

Annual

Apr

EXCO

Customer Service Charter

Annual

Apr

EXCO

Binding of Council Minutes

Annual

Apr

EXCO

Public Access to Information - Audit

Annual

May

EXCO/Records

Quarter

May

CEO/DCEO

May

EMRS

May

EXCO

May

EXCO

May

DCEO/SFO

Contract Register Review
Review Risk Management, Legislative Compliance and Internal Control
appropriateness and effectiveness. CEO to report Review results to Council via the
Audit Committee
Bush Fire Management Plan - review of plan in preparation of reporting to Office of
Bushfire Risk Management via online portal
Disability Access and Inclusion Plan - Internal Audit (annual) and review (5 years)
Disability Access and Inclusion Plan to be made available - Internal Audit
LG must publish the DAIP on request in electronic format, hard copy in standard
and large print, on request by email and on the website
Annual Firebreak Notice

May

CEO

Review of Local Laws are required every 8 years

8 years

May

SFO

Equal Employment Opportunity Survey

Annual

Jun

DCEO

Annual

Jun

CEO

Jun

EMRS

Fees & Charges Review - Prepare Draft for report to Council
CEO Performance Review - Schedule Council Meeting/s to undertake the CEO's
performance review in accordance with the CEO's contract
Bush Fire Response Plan

Jun

EMRS

Bushfire Risk Management Plan

5 years

Jun

CEO

Local Emergency Management Arrangements (including Local Recovery Plan)

Annual

Jun

CEO/EMRS

Appoint Bush Fire Control Officers - Review appointments and update if necessary

Annual

Jun

DCEO

Annual

Jun

CEO

Jun

DCEO

Jun

EXCO/DCEO

Financial Reporting - Material Variances
Elections - Council Report - determine if Electoral Commission will conduct the
Election.
Annual Budget - Differential Rates and Minimum Payment Setting + Council Report
Related Party Disclosures - All Councillors and KMP are to complete disclosure
form for previous financial year

Jul

CEO, DCEO,
MWS

Annual Budget

Annual

Jul

CEO/DCEO

Jul

CEO

Review SAT Allowances (CEO and Elected Members) to note any changes from the
Salaries & Allowances Tribunal
Annual Report of Local Emergency Management Committee (LEMC)

Jul

EXCO

Annual (Financial) Returns - Prepare Councillor & Staff Memos for distribution

Annual

Jul

CEO/EMRS

Bushfire AGM & BFAC Meetings

Annual

Apr

Annual
Quarterly
Annual
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2 years
Annual
Annual
Annual
Annual

Annual
Annual

2 years
Annual
Annual

Annual
Annual

Mon
th

Who?

Jul

CEO

Jul

EXCO

Aug

EXCO

Aug

EXCO

Aug

EXCO / CEO

Aug

EXCO/CEO

Aug

EXCO / CEO

Aug

EXCO / CEO

Aug

MWS

Aug

CEO, DCEO,
MWS

Aug

DCEO

Aug

DCEO

Roadworks Program - Call tenders for the supply/lay of bitumen for the current
financial years roadworks
ESL Operating Grant Acquittal

Aug

DCEO

Turn off power at the Mains to test generator and leave running for 3-4hrs

Annual

Sep

EHO

Inspection of private swimming pools and spas in the District

4 years

Sep

DCEO

Waste Data Strategy - Meet reporting Obligations to DWER

Annual

Sep

EXCO

Quarter

Sep

CEO/EMRS

Sep

EXCO

Sep

EXCO

Sep

TBC (?)

Tender Register Review
LEMC Meeting - schedule meeting following Bush Fire Brigade meeting; review
LEMA
Annual Returns - CEO must acknowledge receipt of primary return via letter
Review Financial Interests Register - Update Financial Interest Register with copies
of Annual Returns and letters of receipt from the CEO
Elections - Candidate Information Session

Sep

CEO/ EXCO

Sep

CEO / EXCO

Sep

CEO / EXCO

Sep

CEO / EXCO

Sep

CEO / EXCO

Sep

CEO / EXCO

Sep

CEO / EXCO

Sep

CEO / EXCO

Sep

CEO / EXCO

Sep

DCEO

Oct

DCEO

Oct

CEO

Activity

Occurs

Elections - Electoral Commission agreement to conduct the election required by
80th day
Elected Members - Review Meeting Attendance Register - check EMs have not
been absent for 3 consecutive meetings without Leave of Absence being granted
Annual Report - Commence preparation of Annual Report
Annual Returns - Elected Members and Designated Employees to provide an
Annual Return by no later than 31st August
Annual Budget - During period 1 June to 31 August, Local Government is to prepare
and adopt, by absolute majority, an Annual Budget for the next financial year
Elections - Statewide Public Notice Enrolment Eligibility Claims - CEO to give notice
of the closing date and time for elector enrolments (to be given 70th to 56th days)
Elections - Roll Preparation CEO to advise Electoral Commissioner of the need to
prepare an updated residents roll
Elections - Statewide Public Notice Call for Nominations - from 56 days and no later
than 45th day before Election Day
Elections - Close of Rolls at 5pm on 30/08/2019. Enrolment eligibility claims
received by 5pm can continue to be processed with a decision on eligibility required
Asbestos Register Review

2 years
Quarter
Annual
Annual
Annual
2 years
2 years
2 years
2 years
Annual

Elections - Statewide Public Notice Call for Nominations - no later than 45th day
before Election Day
Elections - Nominations Open 05/09/2019 - First day for candidates to lodge
completed nomination papers with the returning officer. Nominations are open for
eight days

Annual
Annual

Annual
Monthly
BiMonthly
2 years
2 years
2 years
2 years

Elections - Nominations Close
Elections - Residents Roll - Last day for the Electoral Commissioner to prepare an
updated residents roll for the election
Elections - Owners and Occupiers Roll - Last day for the CEO to prepare certified
role
Elections - Statewide Public Notice of Election Day by Returning Officer - between
36th and 19th day before Election Day. Returning Officer to give Statewide public
notice of the election as soon as practicable but no later than 19 days before
election day
Elections - Consolidated Roll (Resident / Owners and Occupiers) at Returning
Officer's discretion, to be completed by (22nd day before Election Day)
Elections - Declarations of Office for new Elected Members elected unopposed (due
2 months from declaration of result - close of nominations)
Elections - Candidate / Donor Gift Disclosures - CEO written advice to Candidates
of Elections Gift Disclosure obligations

2 years

Annual Financial Statements/Report
Audit (By 31 December) Auditor to examine local government’s accounts and
Annual Financial Report, and prepare Audit Report
Code of Conduct - Review for OCM Report

Annual
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2 years

2 years

2 years
2 years
2 years

Annual
2 years

Mon
th

Who?

Oct

CEO / EXCO

Oct

CEO / EXCO

Oct

CEO / EXCO

Oct

CEO / EXCO

Oct

CEO / EXCO

Oct

CEO / EXCO

Oct

CEO / EXCO

Oct

CEO / EXCO

Oct

CEO / EXCO

Oct

CEO / EXCO

Oct

CEO / EXCO

Oct

CEO / EXCO

Oct

CEO / EXCO

Oct

CEO / EXCO

Oct
Oct

Activity

Occurs

Elections - Close of Absent Voting / Postal Voting Applications for 'in-person'
elections (4th day before Election Day)
Elections - Close of Early Voting

2 years
2 years
2 years

CEO / EXCO

Election Day - Close of Poll
Elections - Result declared and published as Local Public Notice by Returning
Officer as soon as practicable
Elections - Report to Minister (by 14th day after election)
Elections - Declarations of Office for new Elected Members, Shire President / Mayor
and Deputy Shire President / Mayor sworn in following Election Day (2 months from
declaration of results)
Primary Returns - Request new Elected Members - required to be lodged with CEO
within 3 months of making Declarations of Office
Elections - Election Papers collected and secured in one or more parcels by
Returning Officer
Elections - Destruction of Election Papers - parcels which are more than 4 years old
may be destroyed, supervised by CEO and witnessed by at least 2 employees OR
to secure paper destruction company
Election of Shire President / Mayor, Deputy President / Mayor - elected from
amongst the Councillors - conducted in accordance with Schedule 2.3, Div.1
CEO Authority to Speak on behalf of the LG - if new Shire President is elected,
complete written authority to speak on behalf of the Local Government.
Establishment of Audit Committee - with membership of 3 or more persons, by
Absolute Majority, and appoint committee members and deputies.
Each Elected Member is entitled to be a member of at least one committee
Establishment of Committees - Council may establish committees (other than Audit)
of 3 or more persons, by Absolute Majority, and appoint committee members and
deputies. Each Elected Member is entitled to be a member of at least one
committee
Election Papers - election of Shire President, Deputy President and Committee
Presiding Members and deputies - Election Papers collected and secured in parcels
Appointment of Elected Members to External Bodies - simple majority

CEO / EXCO

Elected Member Induction - Provide an induction for newly elected Councillors.

2 years

Oct

SFO/EMRS

Cat & Dog Renewals

Annual

Nov

CEO

Ward Boundary Review Due: 01/11/2022

8 years

Nov

CEO

Regulation 17 Audit

2 years

Nov

RAO

Annual

Nov

EXCO

Nov

EXCO

Nov

CEO

Information Statement - last completed: 20/12/2017
Council/Committee Meeting Schedule - At least once per year, give Local Public
Notice of the meeting schedule for next 12 months
Annual Electors Meeting- set date and publically advertise with at least 14 days’
notice
Risk Management - Review Due - CEO to report Review results to Council via the
Audit Committee.

Nov

CEO

Nov

EXCO

Nov

DCEO , MWS

Nov

DCEO

Elections - Enrolment Eligibility Claims (Owners and Occupiers) Register - Review
register and take action re expired Eligibility Claims (no longer property owner/claim
based on occupation or nominee expired)
Policy Review - Code of Conduct
Commence preparation of submissions for Regional Road Group Projects by
investigating candidate roads
Submit WALGA Local Roads expenditure report - due end of November

Nov

DCEO, MWS

Commence Preparation of Black Spot candidates

Annual

Nov

SFO
CEO, DCEO,
MWS, EXCO
DCEO

List and identify supplier's accounts with no activity for 18 months
Annual Review of Employee Performance - Management to commence assessment
process to inform budget
Annual Report - Accepted, by Absolute Majority

Quarter

Dec
Dec

Page | 14

2 years
2 years
2 years
2 years
2 years
2 years
2 years
2 years
2 years

2 years

2 years
2 years

Annual
Annual
Every 2nd
financial
year
2 years
2 years
Annual
Annual

Annual
Annual

Mon
th

Who?

Dec

CEO / EXCO

Dec

CEO / EXCO

Dec

DCEO

Activity

Occurs

Elections - Declarations of Office for new Elected Members, Shire President and
Deputy Shire President sworn in following Election Day (2 months from declaration
of result)
Master Compliance Calendar - Review
Primary Returns - New Elected Members - required to be lodged with CEO within 3
months of making Declarations of Office
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2 years
Annual
2 years

Key Contacts/Organisations/Contractors to be contacted

Contact

Building Commission
Department of Indigenous Affairs
Department of Agriculture & Food
Department of Corrective Services
Department of Defence
Department of Education WA
Department of Fire & Emergency Services (DFES)
Department of Housing
Department of Local Government & Communities
Department of Parks & Wildlife
Department of Transport
Dial Before You Dig
Disability Services Commission

Mid-West Regional Office (08) 9920 9800
(08) 6552 5333
1300 374 731
13 67 57
Canberra switchboard - 1300 333 362
(08) 9264 4111
(08) 9956 6000
(08) 9222 4666
(08) 6217 6888
Mid-West office (08) 9921 5955
13 11 56
1100
(08) 6217 6888 or 1800 176 888

Environmental Protection Authority (EPA)

EPA main line – (08) 6364 7000
DWER – Geraldton 08 9965 7400
Department of Biodiversity and Attractions - (08)
9219 9000
Department of Mines, Industry Regulation and
Safety – (08) 9222 3333
Department of Planning, Lands and Heritage (08) 9920 6904

Police – non emergency
Poisons Information Hotline
Landgate
Main Roads
Department of Home Affairs
Police, Fire, Ambulance
Public Transport Authority (PTA)
Shire of Three Springs
Shire of Coorow
Shire of Moora

Carnamah - (08) 9951 1222
13 11 26
(08) 9273 7373
138 138
131 881
000
(08) 9326 2000
(08) 9954 1001
(08) 9952 0100
(08) 9651 0000

Shire of Mingenew

(08) 9928 1102

Shire of Perenjori
St John Ambulance
State Administrative Tribunal (SAT)
State Library of Western Australia
State Records Office
Synergy
Treasury
WALGA
Waste Authority WA
Water Corporation
Western Power
WorkSafe: 1800 678 198 (24hrs serious incidents)

(08) 9973 0100
1300 360 455
(08) 9219 3111 or 1300 306 017
Country WA: 1800 198 107
(08) 9427 3600
13 13 54
1800 020 008
(08) 9213 2000
(08) 6364 6965
13 13 75 (Faults and Emergencies)
13 13 51 (Faults and Emergencies)
1300 307 877
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Service Examples

Contractor/Supplier

Contact person

Number

Banking

Westpac Banking
Corporation

John Sheridan

0427 285 766

Westpac Banking
Corporation

Iola Stephens

9951 7155

Couriers

Electrician

Toll Ipec

(08) 6141 7500
(08) 9923 3411

GH Country Courier

Raymon Proudlove

0438 381 383

WCC Electrical

Rebekah Counsel

9951 1414

Employee Assistance
Program
Environmental Health

Gordon Houston

Family Day
Care/Childcare

Carnamah Child Care

Emma Ogilvie
Colleen Bennier

0477 088 855
0427 995 590

Fuel Supply

Gt Southern Fuel Supplies

Glen & Louise Watson

9951 1064
0488 939 481

Funeral Directors

Geraldton Funerals
Mid West Funerals

HACC Home and
Community Care

0427 137 503

9964 3767
0487 643 764
Faye Blanchard

0427 779 230

Wendy Mauchline

9951 1283
0458 531 629

Jody Morton

9955 1163

Health Centre

Silver Chain Eneabba

Hospital

Three Springs

9954 3200

Moora

9651 0222

Morawa

9971 0200

Insurance

LGIS

9483 8888

Local Newspaper

Carnamah Mat Eneabba
News

9951 7000

Mid West Times

9956 1000

Geraldton Guardian

9956 1000

Locksmith

Geraldton Lock & Key

Mail

Australia Post

Mechanic

North Midlands Motors

John Moody

9964 1515

Rodney / Janine
Reynolds

9951 1080
0427 511 143

Afgri Equipment

9951 1130

ABC Midwest

9923 4111

Red FM Geraldton (96.5)

9921 2244

Media Outlets – Paper

West Australian

9482 3111

Pharmacy

Sal’s Pharmacy

Media Outlets – Radio

Sal

Morawa Pharmacy

9954 1994
9971 1732
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Service Examples

Contractor/Supplier

Contact person

Number

Plumbing & Gas

Leeman Plumbing &
Excavation

Rowan Harris
Office / Accounts

0499 146 336
0400 052 626

Herrings Coastal Plumbing
& Gas

Chris Herring

0418 939 659

Refuse

Shire of Carnamah

John Skinner

Recycling disposal

Lions Club

Adam Fawkes

0499 360 772

Stationery

Wallace’s Newsagency

Stan & Sandie Wallace

9951 1288
0429 963 538

Supermarkets

Carnamah IGA

Rose Darnell

9951 1076

Telecommunications

Telstra

Shane

Waste/bins

Veolia Environmental
Services

Lorna Wixted

0400 598458

Bulk Waste Collection

Veolia Environmental
Services

Lorna Wixted

0400 598458

Worker's Compensation

LGIS

9483 8888
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6. React
Scenario-Specific Checklists
a) Loss of (or access to) buildings / infrastructure / equipment
Tasks: Loss of (or access to) buildings / infrastructure / equipment

If relocation is necessary; consider:


….



….

Storage Locations: Physical equipment;

Consider how workstations & communications for staff relocating to other sites
will be established and allocated
Staff travel arrangements to other sites
Consider how staff working in shifts will be established and allocated
Consider other support areas to assist with relocation
Familiarise staff with new arrangements and determine communication protocols
Arrange security access controls for the affected building
Arrange security access controls for the new building/s
Manage any new OHS/Support & wellbeing issues that may arise either
1. During relocation or
2. At the new building/s or
3. With the use of new equipment
Identify & notify Key Contacts of amended working arrangements
Create a Communication Plan for Council, Media, Regulators, other Stakeholders
and Staff as required.
(Refer Appendix A – Communications Guidelines)
If possible, begin salvage or restoration activities
Other:
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Delegated to:

Time

b) Loss of People

Tasks: Loss of People
Determine: The number of staff away, affected service areas & expected return
dates.
Record and track staff absences.
Ensure the safety and wellbeing of remaining staff
Identify Time-Critical deliverables due today and for the next 5 days
Determine the minimum number of staff required to continue operations and
identify critical servicing and staffing gaps
Consider how staff working in shifts will be established and allocated (e.g. work
two shifts of 5 hours rather than one shift of 8 hours)
Ensure appropriate inductions, training and supervision to be in place for any
replacement staff
Ensure risk assessments in regards to any potential safety issues
Discuss changes with personnel and relevant Union if required and engage
specialist Industrial Relations assistance
Arrange any required medical assistance
Organise any required Employee Assistance including counselling to assist with
personnel returning to work.
Cease all non-critical activities where appropriate
In consultation with HR, notify / escalate to Health Department or Worksafe etc.
Can temporary competent replacements be arranged from:
o

Other Local Governments

o

Casuals / increase part-time hours

o

Volunteers / from the Community / prisoners

o

Existing contractors

o

Recruitment agencies for Labour Hire (e.g. LoGo, WALGA)

o

State Government Agencies

o

Retired or former employees

Depending on the nature of the incident, consider:
 Requesting assistance from contractors or stakeholders
 Staffing requirements for the next 5 days, 10 days, 1 month
 Supply requirements for the next 5 days, 10 days, 1 month
 Other resources or equipment required for the next 5 days, 10 days, 1 month
 Clearing backlogs
 Leadership and staff rotation / rostering
Create a Communication Plan for Councillors, Media, Regulators, other
Stakeholders and Staff as required.
(Template: Appendix A – Communications Guidelines)
Notify Stakeholders of amended working arrangements
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Delegated to:

Time

c) Loss of IT or Communications

Tasks: Loss of IT or Communications

Delegated
to:

Complete

Contact IT Contractor / Support (Refer: Key Contacts) to;
Determine potential cause/s
Delegated to: Date & Time
Determine restoration target timeframes
…
Determine whether there is a need for any other staff to assist IT.

Delegated to: Date & Time

Consider:
Manual procedures or workarounds
Other productive activities not requiring IT. or communications infrastructure

Delegated to: Date & Time

…
…
Detail a strategy and resources for recovery, including assistance from
neighbouring local Organisations, responders, external contractors, suppliers,
insurers and specialists:

Delegated to: Date & Time

Invoke the IT. Disaster Recovery Plan

Delegated to: Date & Time

If there has been a partial loss of IT or Communications, consider how staff working
Delegated to: Date & Time
in shifts will be established and allocated
Identify & notify Key Contacts of amended working arrangements
Create a Communication Plan for Council/Board, Media, Regulators, other
Stakeholders and Staff as required.

Delegated to: Date & Time

Delegated to: Date & Time

(Refer Appendix A – Communications Guidelines)
Ensure ongoing interaction with appropriate IT Incident Management for regular
updates and feedback

Delegated to: Date & Time

Ensure protocols for regular updates and feedback

Delegated to: Date & Time

Consider support & wellbeing requirements of the IT. Contractor

Delegated to: Date & Time

Other:

Delegated to: Date & Time
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d) Loss of Supplier
Tasks: Loss of Supplier

Delegated
to:

Complete

Contact the Supplier (where possible) and determine:
Delegated to: Date & Time

The nature and extent of the incident
…
Restoration timeframes and clearance of backlogs (if applicable)

Delegated to: Date & Time

Consider:
Time-Critical activities that rely on this supplier

Delegated to: Date & Time

Procurement Requirements Purchasing policy

Delegated to: Date & Time

Length of time before these activities are impacted
Delegated to: Date & Time
Alternative procedures
Delegated to: Date & Time
Alternative suppliers / Other LG’s? Contact them immediately.
Delegated to: Date & Time
Determine if there are any legal, health and safety, reputation or financial
implications

Delegated to: Date & Time

Identify & notify Key Contacts of amended working arrangements

Delegated to: Date & Time

Create a Communication Plan for Council/Board, Media, Regulators, other
Stakeholders and Staff as required.

Delegated to: Date & Time

(Refer Appendix A – Communications Guidelines)
Other:

Delegated to: Date & Time
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7. Manage
The following is a basic standing agenda for each regular meeting. Incident-specific information should
also be included where relevant.
Delegated
to:

Tasks

Complete

Arrange responsibilities for tasks & determine target completion times
Record all decisions, actions and issues.

Delegated to: Date & Time

Monitor ongoing staff support & wellbeing requirements

Delegated to: Date & Time

Considerations to be discussed and actioned accordingly:
 Review effectiveness of recovery actions to date

Delegated to: Date & Time



Discuss any emerging issues or new information

Delegated to: Date & Time



Reassess resource requirements and capabilities

Delegated to: Date & Time



Review all working arrangements for affected areas

Delegated to: Date & Time



Review all Time-Critical business activities (achievement of Recovery Time
Objectives)

Delegated to: Date & Time



Review existing / current workload and any backlogs

Delegated to: Date & Time



Review all outstanding Deferred Activities and arrange resumption

Delegated to: Date & Time



Assess any insurance implications

Delegated to: Date & Time



Set next meeting and venue

Delegated to: Date & Time

Identify & notify Key Contacts of amended working arrangements

Delegated to: Date & Time

Provide updates to impacted staff

Delegated to: Date & Time

Release external communications if deemed appropriate

Delegated to: Date & Time

Conduct site visits if deemed appropriate and safe

Delegated to: Date & Time

Ensure all relevant stakeholders continue to be kept informed

Delegated to: Date & Time

Continue to monitor Incident and issue instructions as appropriate

Delegated to: Date & Time

Review status of Incident and scale down recovery as situation dictates

Delegated to: Date & Time

Implement staff rotation / rostering

Delegated to: Date & Time

Other:

Delegated to: Date & Time
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8. Recover
Delegated
to:

Tasks

Complete

Arrange responsibilities for tasks & determine target completion times
Record all decisions, actions and issues.

Delegated to: Date & Time

Monitor ongoing staff support & wellbeing requirements

Delegated to: Date & Time

For review and agreement:
Delegated to: Date & Time



Completed action items



Recovery objectives

Delegated to: Date & Time



Plans are in place to deal with any backlogs

Delegated to: Date & Time



Target date for completion of post incident review

Delegated to: Date & Time

Provide copies of logs and decisions to Admin Officer for collation

Delegated to: Date & Time

Undertake post-incident review / debrief, including:


Communication within and between Incident Management Team and Support
areas



Effectiveness of communication with affected areas and stakeholders



Cost of recovery arrangements and insurance offsets



Effectiveness of recovery strategies



Advice to external and internal customers



Media arrangements



Impact of incident on Local Government’s reputation



Timeframes for tasks and achievement of target



Impact on work flows of affected and interdependent areas



Special staffing arrangements and acknowledgment of contributions.



IT recovery arrangements.

Delegated to: Date & Time

Present findings to the Audit Committee for review.
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Delegated to:

Local Government Recovery Information
Equipment:
Cumulative quantities required within …
1 day
3 days
1 week 2 weeks 4 weeks

Local Government Details

Cumulative:
Workstations / Laptops
Printers
Server

Infrastructure, Plant and Equipment

Other Requirements:
Incident Box (Vital documentation):
Item
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Appendix A – Communications Guidelines
Sample Communications Template
New York Mayor Rudy Guiliani’s format for providing 9/11 disaster information is given as an example of
best practice:


this is what we know ________________________________________________________________



this is what we don’t know ___________________________________________________________



this is what we are doing ____________________________________________________________



this is what we want you to do ________________________________________________________

Communications Team Responsibilities
ONLY an authorised spokesperson may speak to the media.

Primary

Deputy

Role / Responsibility


Works with Management Team / Council/Board to publicly issue
statements to the media.



Serves as lead representative at press conferences with assistance as
required.



Approves all publicly disseminated information.




Identifies spokespersons if required.
Works in close liaison with the spokesperson to ensure message
accuracy and delivery.




Assists with media relations.
Provides legal advice on communications strategies.



Provides legal advice on messaging to victim(s), family members,
media, etc.



Approves messages before release.

CEO
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Notification Chart
Internal Audience

Mode of delivery, release date and
time

Likely questions

Mode of delivery, release date and
time

Likely questions

Council/Board
Employees
Employee’s family
Incident Management
Team
Other?
Other?
External Audience
Community
DFES / SES / WA Police
Media: local, regional
and national
Public
Stakeholders
Contractors / Suppliers
EAP Provider
Regulators
Other?
Other?
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Appendix B - Event Log
Use the Event Log to record information, decision and actions

Date

Time

Information / Decisions / Actions
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Initials

Appendix C – Summary of all Business
Activities
Service Area

Activity

Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
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Service Area

Activity

Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
Delegated to: Date & Time
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Report/Proposal Disclaimer
Every effort has been taken by LGIS to ensure that the
commentary and recommendations contained in this
communication are appropriate for consideration and
implementation by the recipient. Any recommendation,
advice and information contained within this report given
in good faith and is based on sources believed to be
reliable and accurate at the time of preparation and
publication of this report. LGIS and their respective
officers, employees and agents do not accept legal
liability or responsibility for the content of the
recommendations, advice and information; nor does
LGIS accept responsibility for any consequential loss or
damage arising from its application, use and reliance. A
change in circumstances occurring after initial
inspection,
assessment,
analysis,
consultation,
preparation or production of this report by LGIS and its
respective officers, employees and agents may impact
upon the accuracy and relevance of the
recommendation, advice and information contained
therein. Any recommendation, advice or information
does not constitute legal or financial advice. Please
consult your advisors before acting on any
recommendation, advice or information within this
report.
Proprietary Nature of Report or Proposal
This report or proposal is prepared for the sole and
exclusive use of the party or organisation (‘the recipient’)
to which it is addressed. Therefore, this document is
considered proprietary to LGIS and may not be made
available to anyone other than the recipient or person(s)
within the recipient’s organisation who are designated to
assess, evaluate or implement the content of this report
or proposal. LGIS publications may be made available
to other persons or organisations only with permission
of LGIS.
© Copyright
All rights reserved. No part of this document may be
reproduced or transmitted in any form by any means,
electronic or mechanical, including photocopying and
recording, or by information storage or retrieval system,
except as may be permitted, in writing, by LGIS.

Page | 32

6.2

Risk Management Documentation

File Code

ADM0373

Author

Vin Fordham Lamont - Chief Executive Officer

Disclosure of Interest

Nil

Attachments

1. Risk Management Framework
2. Risk Management Policy

SUMMARY
The Shire of Carnamah Audit Committee is requested to consider recommending that Council
adopts the attached draft Risk Management Framework and Risk Management Policy
documents.
BACKGROUND
The International Organization for Standardization (ISO) defines risk management as the
"coordinated activities to direct and control an organisation with regard to risk”.
Risk management is cornerstone to the success of good corporate governance and ensuring a
safer workplace and community.
By taking an integrated, structured, supported and embedded approach to risk management, you
benefit from:
•
•
•
•
•
•
•
•

Increased confidence in decision making
Increased certainty of achieving strategies, objectives and goals
Improved workplace safety and morale
Enhanced governance, compliance and assurance
Cost effectiveness and improved budget control
Better managed resources and workflows, with less re-work
Reduced potential for litigation and claims
Meeting stakeholder expectations and attracting and retaining quality people

COMMENT
In early 2020, LGIS was contracted to work with the Shire to develop a risk management
framework and policy that would assist with identifying and managing risks across the
organisation. In May/June, LGIS Risk Consultant, Michael Sparks, presented several workshops
to the Shire’s senior staff, and one to elected members.
From the workshops with Shire officers, framework and policy documents were developed to
guide the organisation in its risk management journey. At the same time, a number of risks were
identified and corresponding risk profiles established. The Risk Profiles Summary Dashboard will
be presented to the Audit Committee on a regular basis.
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CONSULTATION
•
•
•
•

LGIS Risk Consultant, Michael Sparks
DCEO
Manager Works and Services
Executive Co-ordinator

STATUTORY ENVIRONMENT
Australian New Zealand Standard AS/NZS ISO 31000:2018 Risk management – Guidelines
STRATEGIC IMPLICATIONS
Shire of Carnamah Strategic Community Plan 2017-2027
Theme: Civic Leadership
Objective: To be a professional, customer focussed organisation, which:
•
•
•

effectively engages (with) the community to determine strategic direction,
responsibly manages the organisation’s assets and financial resources,
is a strong advocate for the community.

POLICY IMPLICATIONS
The new Risk Management Policy will be added to Council’s Policy Manual.
FINANCIAL IMPLICATIONS
Nil
VOTING REQUIREMENT
Simple Majority

RECOMMENDATION
That the Shire of Carnamah Audit Committee recommends that Council
adopts the attached draft Risk Management Framework and Risk
Management Policy documents.
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Attachment 1 - Item 6.2
Audit Committee Meeting 15 July 2020

Shire of Carnamah
Risk Management Framework
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Introduction
The Shire of Carnamah’s (Shire) Risk Management Policy in conjunction with the components of this
document encompasses the Shire’s Risk Management Framework. It sets out the Shire’s approach to the
identification, assessment, management, reporting and monitoring of risks. All components of this
document are based on AS/NZS ISO 31000:2018 Risk management - Guidelines.
It is essential that all areas of the Shire adopt these procedures to ensure:
•

Strong corporate governance.

•

Compliance with relevant legislation, regulations and internal policies.

•

Integrated Planning and Reporting requirements are met.

•

Uncertainty and its effects on objectives is understood.

This Framework aims to balance a documented, structured and systematic process with the current size
and complexity of the Shire.

Figure 1: Relationship between the risk management principles, framework and process
(Source: ISO 31000:2018)
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Governance
Appropriate governance of risk management within the Shire provides:
•

Transparency of decision making.

•

Clear identification of the roles and responsibilities of the risk management functions.

•

An effective Governance Structure to support the risk framework.

Framework Review
The Risk Management Framework is to be reviewed for appropriateness and effectiveness at least every
three years.

Operating Model
The Shire has adopted a “Three Lines of Defence” model for the management of risk. This model ensures
roles; responsibilities and accountabilities for decision making are structured to demonstrate effective
governance and assurance. By operating within the approved risk appetite and framework, the Council,
Management and Community will have assurance that risks are managed effectively to support delivery
of the Shire’s Strategic, Corporate & Operational Plans.

First Line of Defence
All operational areas of the Shire are considered ‘1st Line’. They are responsible for ensuring that risks
within their scope of operations are identified, assessed, managed, monitored and reported. Ultimately,
they bear ownership and responsibility for losses or opportunities from the realisation of risk. Associated
responsibilities include;
•

Establishing and implementing appropriate processes and controls for the management of risk (in
line with these procedures).

•

Undertaking adequate analysis (data capture) to support the risk decision-making process.

•

Prepare risk acceptance proposals where necessary, based on the level of residual risk.

•

Retain primary accountability for the ongoing management of their risk and control environment.

Second Line of Defence
The Deputy CEO acts as the primary ‘2nd Line’. This position owns and manages the framework for risk
management. They draft and implement the governance procedures and provide the necessary tools and
training to support the 1st line process.
Maintaining oversight on the application of the framework provides a transparent view and level of
assurance to the 1st & 3rd lines on the risk and control environment. Support can be provided by additional
oversight functions completed by other 1st Line Teams (where applicable). Additional responsibilities
include:
•

Providing independent oversight of risk matters as required.

•

Monitoring and reporting on emerging risks.

•

Co-ordinating the Shire’s risk reporting for the CEO & Senior Management Team and the Audit
Committee.
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Third Line of Defence
Internal & External Audit are the third line of defence, providing independent assurance to the Council,
Audit Committee and Shire Management on the effectiveness of business operations and oversight
frameworks (1st & 2nd Line).
Internal Audit –

Appointed by the CEO to report on the adequacy and effectiveness of internal
control processes and procedures. The scope of which would be determined by
the CEO with input from the Audit Committee.

External Audit – Appointed by Council on the recommendation of the Audit Committee to report
independently to the President and CEO on the annual financial statements
only.

Governance Structure
The following diagram depicts the current operating structure for risk management within the Shire.
Reports issued to the President

Council

Audit Committee

CEO Reports every three
years (Reg17) on;
1. Risk Management
2. Internal Control
3. Legislative Compliance

Second Line

External Audit
(appointed by Council)

Reports issued
to Minister

“Risk Committee”Embedded within
Executive
Management Team

Provides
Aggregated
Risk
Reporting

Deputy CEO

Senior Management
Team
(Risk Agenda)

Third Line

Reports
issued
to CEO

Internal Audit
(appointed by CEO)

Customer Services

Building /
Environmental Health

Finance

Sport & Recreation

First Line

Works and Services

Emergency
Management & Ranger
Services

Figure 2: Operating Model
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Roles & Responsibilities
Council
•

Review and approve the Shire’s Risk Management Policy and Risk Assessment & Acceptance
Criteria.

•

Appoint / Engage external Auditors to report on financial statements annually.

•

Establish and maintain an Audit Committee in terms of the Local Government Act.

Audit Committee
•

Regular review of the appropriateness and effectiveness of the Framework.

•

Support Council to provide effective corporate governance.

•

Oversight of all matters that relate to the conduct of External Audits.

•

Must be independent, objective and autonomous in deliberations.

CEO / Senior Management Team
•

Appoint Internal Auditors as required under Local Government (Audit) regulations.

•

Liaise with Council in relation to risk acceptance requirements.

•

Approve and review the appropriateness and effectiveness of the Risk Management Framework.

•

Drive consistent embedding of a risk management culture.

•

Analyse and discuss emerging risks, issues and trends.

•

Document decisions and actions arising from ‘risk matters’.

•

Own and manage the Risk Profiles at Shire Level.

Deputy CEO
•

Oversee and facilitate the Risk Management Framework.

•

Support reporting requirements for Risk matters.

Work Areas
•

Drive risk management culture within work areas.

•

Own, manage and report on specific risk issues as required.

•

Assist in the Risk & Control Management process as required.

•

Highlight any emerging risks or issues accordingly.

•

Incorporate Risk Management into Meetings, by incorporating the following agenda items;
o

New or emerging risks.

o

Review existing risks.

o

Control adequacy.

o

Outstanding issues and actions.
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Document Structure (Framework)
The following diagram depicts the relationship between the Risk Management Policy, Procedures and
supporting documentation and reports.

Risk Management
Policy

Risk Management
Procedures Manual

Risk Management
Standards
AS/NZ ISO
31000:2018
Risk Management –
Guidelines

Shire Risk Profiles

Risk Reporting

Internal Risk
Reporting

Local Government
Operational
Guidelines No. 09
Appendix 3

Triennial Report

Risk Management
Internal Controls
Legislative Compliance

CEO /
Executive Management
Team

Audit Committee

Figure 3: Document Structure
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Risk Management Procedures
All Work Areas of the Shire are required to assess and manage the Risk Profiles on an ongoing basis.
Each Manager, in conjunction with the Deputy CEO is accountable for ensuring that Risk Profiles are:
•

Reflective of the material risk landscape of the Shire.

•

Reviewed on at least an 18 month rotation, or sooner if there has been a material restructure or
change in the risk and control environment.

•

Maintained in the standard format.

This process is supported by the use of key data inputs, workshops and ongoing business engagement.
The risk management process is standardised across all areas of the Shire. The following diagram
outlines that process with the following commentary providing broad descriptions of each step.

Figure 4: Risk Management Process ISO 31000:2018
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A: Scope, Context, Criteria
The first step in the risk management process is to understand the context within which the risks are to be
assessed and what is being assessed, this forms two elements:

Organisational Criteria
This includes the Risk Assessment and Acceptance Criteria (Appendix A) and any other tolerance tables
as developed.
All risk assessments are to utilise these documents to allow consistent and comparable risk information to
be developed and considered within planning and decision-making processes.

Scope and Context
To direct the identification of risks, the specific risk assessment context is to be determined prior to and
used within the risk assessment process. Risk sources can be internal or external.
For specific risk assessment purposes the Shire has three levels of risk assessment context:
Strategic Context
These risks are associated with achieving the organisation’s long term objectives. Inputs to establishing
the strategic risk assessment context may include;
•

Organisational Values / Vision

•

Stakeholder Analysis

•

Environment Scan / SWOT Analysis

•

Strategies / Objectives / Goals (Integrated Planning & Reporting)

Operational Context
The Shire’s day to day activities, functions, infrastructure and services. Prior to identifying operational
risks, the operational area should identify its key activities i.e. what is it aiming to achieve? In addition,
existing Risk Profiles are to be utilised where possible to assist in the identification of related risks.
These Risk Profiles are expected to change over time. In order to ensure consistency, any amendments
must be approved by the Executive Management Group.
Project Context
Project Risk has two main components:
•

Direct refers to the risks that may arise as a result of project activity (i.e. impacting on process,
resources or IT systems), which may prevent the Shire from meeting its objectives.

•

Indirect refers to the risks which threaten the delivery of project outcomes.

In addition to understanding what is to be assessed, it is also important to understand who are the key
stakeholders or areas of expertise that may need to be included within the risk assessment.

B: Risk Identification
Once the context has been determined, the next step is to identify risks. This is the process of finding,
recognising and describing risks. Risks are described as the point along an event sequence where control
has been lost. An event sequence is shown below:
1. Causal Factors

2. Risk

3. Consequences

Conditions present that give rise
to a risk

Loss of control

Impacts, influenced by control
effectiveness

Figure 5: Event (risk) sequence
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Using the specific risk assessment context as the foundation and in conjunction with relevant
stakeholders, raise the questions listed below and then capture and review the information within each
defined Risk Profile. The objective is to identify potential risks that could stop the Shire from achieving its
goals. This step is also where opportunities for enhancement or gain across the organisation can be
found.
These questions / considerations should be used only as a guide, as unidentified risks can cause major
losses through missed opportunities or adverse events occurring. Additional analysis may be required.
Risks can also be identified through other business operations including policy and procedure
development, internal and external audits, customer complaints, incidents and systems analysis.
‘Brainstorming’ will always produce a broad range of ideas and all things should be considered as
potential risks. Relevant stakeholders are considered to be the subject experts when considering potential
risks to the objectives of the work environment and should be included in all risk assessments being
undertaken. Key risks can then be identified and captured within the Risk Profiles.
•

What can go wrong? / What are areas of uncertainty? (Risk Description)

•

How may this risk eventuate? (Potential Causes)

•

What are the current measurable activities that mitigate this risk from eventuating? (Controls)

•

What are the potential consequential outcomes of the risk eventuating? (Consequences)

Risk Description – describe what the risk is and specifically where control may be lost. They can also
be described as an event. They are not to be confused with outcomes following an event, or the
consequences of an event.
Potential Causes – are the conditions that may present or the failures that may lead to the event, or
point in time when control is lost (risk).
Controls – are measures that modify risk. At this point in the process only existing controls should be
considered. They must meet the following three tests to be considered as controls:
1.

Is it an object, technological system and / or human action?

2.

Does it, by itself, arrest or mitigate an unwanted sequence?

3.

Is the required performance specifiable, measureable and auditable?

Consequences – need to be impacts to the Shire. These can be staff, visitor or contractor injuries;
financial; interruption to services; non-compliance; damage to reputation or assets or the environment.
There is no need to determine the level of impact at this stage.

C: Risk Analysis
To analyse identified risks, the Shire’s Risk Assessment and Acceptance Criteria (Appendix A) is now
applied.

Step 1 - Consider the effectiveness of key controls
Controls need to be considered from three perspectives:
1.

The design effectiveness of each individual key control.

2.

The operating effectiveness of each individual key control.

3.

The overall or combined effectiveness of all identified key controls.
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Design Effectiveness
This process reviews the ‘design’ of the controls to understand their potential for mitigating the risk
without any ‘operating’ influences. Controls that have inadequate designs will never be effective, no
matter if it is performed perfectly every time.
There are four components to be considered in reviewing existing controls or developing new ones:
1.

Completeness – The ability to ensure the process is completed once. How does the control ensure
that the process is not lost or forgotten, or potentially completed multiple times?

2.

Accuracy – The ability to ensure the process is completed accurately, that no errors are made or
components of the process missed.

3.

Timeliness – The ability to ensure that the process is completed within statutory timeframes or
internal service level requirements.

4.

Theft or Fraud – The ability to protect against internal misconduct or external theft / fraudulent
activities.

It is very difficult to have a single control that meets all the above requirements when viewed against a
Risk Profile. It is imperative that all controls are considered so that the above components can be met
across a number of controls.
Operating Effectiveness
This process reviews how well the control design is being applied. Similar to above, the best designed
control will have no impact if it is not applied correctly.
As this generally relates to the human element of control application there are four main approaches that
can be employed by management or the risk function to assist in determining the operating effectiveness
and / or performance management.
•

Re-perform – this is only applicable for those short timeframe processes where they can be reperformed. The objective is to re-perform the same task, following the design to ensure that the
same outcome is achieved.

•

Inspect – review the outcome of the task or process to provide assurance that the desired outcome
was achieved.

•

Observe – physically watch the task or process being performed.

•

Inquire – through discussions with individuals / groups determine the relevant understanding of the
process and how all components are required to mitigate any associated risk.

Overall Effectiveness
This is the value of the combined controls in mitigating the risk. All factors as detailed above are to be
taken into account so that a considered qualitative value can be applied to the ‘control’ component of risk
analysis.
The criterion for applying a value to the overall control is the same as for individual controls and can be
found in Appendix A under ‘Existing Control Ratings’.

Step 2 – Determine the Residual Risk rating
There are three components to this step:
1.

Determine relevant consequence categories and rate the ‘probable worst consequence’ if the risk
eventuated with existing controls in place. This is not the worst case scenario but rather a
qualitative judgement of the worst scenario that is probable or foreseeable. (Consequence)

2.

Determine how likely it is that the ‘probable worst consequence’ will eventuate with existing
controls in place. (Likelihood)

3.

Using the Shire’s Risk Matrix, combine the measures of consequence and likelihood to determine
the risk rating. (Risk Rating)
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D: Risk Evaluation
Risk evaluation takes the residual risk rating and applies it to the Shire’s Risk Acceptance Criteria
(Appendix A) to determine whether the risk is within acceptable levels to the Shire.
The outcome of this evaluation will determine whether the risk is low; moderate; high or extreme.
It will also determine through the use of the Risk Acceptance Criteria, what (if any) high level actions or
treatments need to be implemented.
Note: Individual Risks or Issues may need to be escalated due to urgency, level of risk or of a systemic
nature.

E: Risk Treatment
There are generally two requirements following the evaluation of risks.
1.

In all cases, regardless of the residual risk rating; controls that are rated ‘Inadequate’ must have a
treatment plan (action) to improve the control effectiveness to at least ‘Adequate’.

2.

If the residual risk rating is high or extreme, treatment plans must be implemented to either:
a.

Reduce the consequence of the risk materialising.

b.

Reduce the likelihood of occurrence.

(Note: these should have the desired effect of reducing the risk rating to at least moderate)
c.

Improve the effectiveness of the overall controls to ‘Effective’ and obtain delegated approval
to accept the risk as per the Risk Acceptance Criteria.

Once a treatment has been fully implemented, the Deputy CEO is to review the risk information and
acceptance decision with the treatment now noted as a control and those risks that are acceptable then
become subject to the monitor and review process (Refer to Risk Acceptance section).

F: Communication & Consultation
Effective communication and consultation are essential to ensure that those responsible for managing
risk, and those with a vested interest, understand the basis on which decisions are made and why
particular treatment / action options are selected or the reasons to accept risks have changed.
As risk is defined as the effect of uncertainty on objectives, consulting with relevant stakeholders assists
in the reduction of components of uncertainty. Communicating these risks and the information
surrounding the event sequence ensures decisions are based on the best available knowledge.

G: Monitoring & Review
It is essential to monitor and review the management of risks, as changing circumstances may result in
some risks increasing or decreasing in significance.
By regularly reviewing the effectiveness and efficiency of controls and the appropriateness of treatment /
action options selected, we can determine if the organisation’s resources are being put to the best use
possible.
During the quarterly reporting process, management are required to review any risks within their area and
follow up on controls and treatments / action mitigating those risks. Monitoring and the reviewing of risks,
controls and treatments also apply to any actions / treatments to originate from an internal audit. The
audit report will provide recommendations that effectively are treatments for risks that have been tested
during an internal review.
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H: Recording & Reporting
The following diagram provides a high level view of the ongoing reporting process for Risk Management.

Work Areas

Deputy CEO

CEO &
Senior
Management
Team

Audit
Committee

Risk Management Reporting Workflow
Reviews Triennial Risk
Report on Appropriateness &
Effectiveness

Provides overview of
report to Council

Approves Triennial Risk
Report on Appropriateness &
Effectiveness

Produces Triennial Risk
Report on Appropriateness
& Effectiveness

Reviews
Report

Verifies Risk
Information

Identifies new
/ emerging
risks

Identifies new
/ emerging
risks

Produces Risk
Summary Report
(Annual)

Documents
meeting
outcomes

Updates Risk
Profiles / Follow
up Action

Provides updates on:
1. New / emerging risks
2. Control Adequacy
3. Key Indicator Results
4. Assigned Actions

Each Work Area is responsible for ensuring:
•

They continually provide updates in relation to new, emerging risks, control effectiveness and key
indicator performance to the Deputy CEO.

•

Work through assigned actions and provide relevant updates to the Deputy CEO.

•

Risks / Issues reported to the CEO & Senior Management Team are reflective of the current risk and
control environment.

The Deputy CEO is responsible for:
•

Ensuring Shire Risk Profiles are formally reviewed and updated, at least on an 18 month rotation or
earlier when there has been a material restructure, change in risk ownership or change in the
external environment.

•

Annual Risk Reporting for the CEO & Senior Management Team – Contains an overview of the Risk
Summary for the Shire.

•

Annual Compliance Audit Return completion and lodgement.
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Key Indicators
Key Indicators may be used for monitoring and validating key risks and controls. The following describes
the process for the creation and reporting of Key Indicators:
•

Identification

•

Validity of Source

•

Tolerances

•

Monitor & Review

Identification
The following represent the minimum standards when identifying appropriate Key Indicators:
•

The risk description and casual factors are fully understood

•

The Key Indicator is fully relevant to the risk or control

•

Predictive Key Indicators are adopted wherever possible

•

Key Indicators provide adequate coverage over monitoring key risks and controls

Validity of Source
In all cases an assessment of the data quality, integrity and frequency must be completed to ensure that
the Key Indicator data is relevant to the risk or control.
Where possible the source of the data (data owner) should be independent to the risk owner.
Overlapping Key Indicators can be used to provide a level of assurance on data integrity.
If the data or source changes during the life of the Key Indicator, the data is required to be revalidated to
ensure reporting of the Key Indicator against a consistent baseline.

Tolerances
Tolerances are based on the Shire’s Risk Appetite. They are set and agreed over three levels:
•

Green – within appetite; no action required.

•

Amber – the Key Indicators must be closely monitored and relevant actions set and implemented
to bring the measure back within the green tolerance.

•

Red – outside risk appetite; the Key Indicator must be escalated to the CEO & Management
Team where appropriate management actions are to be set and implemented to bring the
measure back within appetite.

Monitor & Review
All active Key Indicators are updated as per their stated frequency of the data source.
When monitoring and reviewing Key Indicators, the overall trend must be considered over a longer
timeframe than that of individual data movements only. The trend of the Key Indicators is specifically used
as an input to the risk and control assessment.

Page | 14

Risk Acceptance
Day to day operational management decisions are generally managed under the delegated authority
framework of the Shire.
Risk Acceptance is a management decision to accept, within authority levels, material risks which will
remain outside appetite framework (refer Appendix A – Risk Assessment & Acceptance Criteria).
The following process is designed to provide a framework for those identified risks.
The ‘Risk Acceptance’ must be in writing, signed by the relevant Manager, copied to the CEO, and
include:
•

A description of the risk and the reasons for holding a risk outside appetite

•

An assessment of the risk (e.g. Impact consequence, materiality, likelihood, working assumptions
etc)

•

Details of any mitigating action plans or treatment options in place

•

An estimate of the expected remediation date.

A lack of budget / funding to remediate a material risk outside appetite is not sufficient justification in itself
to accept a risk.
Accepted risks must be continually reviewed through standard operating reporting structure (ie.
Management Team)
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Appendix A – Risk Assessment and Acceptance Criteria
Shire of Carnamah Measures of Consequence
Rating
(Level)
Insignificant
(1)

Minor
(2)

Moderate
(3)

Major
(4)

Catastrophic
(5)

Health
Near miss.
Minor first
aid injuries
Medical
type
injuries

Lost time
injury
<30 days

Lost time
injury
>30 days

Fatality,
permanent
disability

Project

Project

TIME

COST

Inconsequential
damage.

Contained,
reversible
impact managed
by on site
response

Exceeds
deadline by
10% of
project
timeline

Exceeds
project
budget
by 10%

Some temporary
non compliances

Substantiated, low
impact, low news
item

Localised damage
rectified by routine
internal procedures

Contained,
reversible
impact managed
by internal
response

Exceeds
deadline by
15% of
project
timeline

Exceeds
project
budget
by 15%

$100,001 $500,000

Medium term
temporary interruption
– backlog cleared by
additional resources
< 1 week

Short term noncompliance but
with significant
regulatory
requirements
imposed

Substantiated, public
embarrassment,
moderate impact,
moderate news
profile

Localised damage
requiring external
resources to rectify

Contained,
reversible
impact managed
by external
agencies

Exceeds
deadline by
20% of
project
timeline

Exceeds
project
budget
by 20%

$500,001 $1,000,000

Prolonged interruption
of services –
additional resources;
performance affected
< 1 month

Non-compliance
results in
termination of
services or
imposed penalties

Substantiated, public
embarrassment, high
impact, high news
profile, third party
actions

Significant damage
requiring internal &
external resources
to rectify

Uncontained,
reversible
impact managed
by a coordinated
response from
external
agencies

Exceeds
deadline by
25% of
project
timeline

Exceeds
project
budget
by 25%

More than
$1,000,000

Indeterminate
prolonged interruption
of services – nonperformance
> 1 month

Non-compliance
results in
litigation, criminal
charges or
significant
damages or
penalties

Substantiated, public
embarrassment, very
high multiple
impacts, high
widespread multiple
news profile, third
party actions

Uncontained,
irreversible
impact

Exceeds
deadline by
30% of
project
timeline

Exceeds
project
budget
by 30%

Financial
Impact

Service Interruption

Compliance

Reputational

Property

Environment

Less than
$20,000

No material service
interruption

No noticeable
regulatory or
statutory impact

Unsubstantiated, low
impact, low profile or
‘no news’ item

$20,001 $100,000

Short term temporary
interruption – backlog
cleared < 1 day

Extensive damage
requiring prolonged
period of restitution
Complete loss of
plant, equipment &
building

Measures of Likelihood
Level

Rating

Description

Frequency

5

Almost Certain

The event is expected to occur in most circumstances (>90% chance)

More than once per year

4

Likely

The event will probably occur in most circumstances(>50% chance)

At least once per year

3

Possible

The event should occur at some time(20% chance)

At least once in 3 years

2

Unlikely

The event could occur at some time(<10% chance)

At least once in 10 years

1

Rare

The event may only occur in exceptional circumstances(<5% chance)

Less than once in 15 years

Risk Matrix
Consequence
Likelihood

Insignificant

Minor

Moderate

Major

Catastrophic

1

2

3

4

5

Almost Certain

5

Moderate (5)

High (10)

High (15)

Extreme (20)

Extreme (25)

Likely

4

Low (4)

Moderate (8)

High (12)

High (16)

Extreme (20)

Possible

3

Low (3)

Moderate (6)

Moderate (9)

High (12)

High (15)

Unlikely

2

Low (2)

Low (4)

Moderate (6)

Moderate (8)

High (10)

Rare

1

Low (1)

Low (2)

Low (3)

Low (4)

Moderate (5)

Page | 17

Risk Acceptance Criteria
Risk Rank

Description

Criteria

Responsibility

LOW

Acceptable

Risk acceptable with adequate controls, managed by routine procedures and
subject to annual monitoring

Supervisor / Team
Leader

MODERATE

Monitor

Risk acceptable with adequate controls, managed by specific procedures and
subject to semi-annual monitoring

Service Manager

HIGH

Urgent Attention
Required

Risk acceptable with effective controls, managed by senior management /
executive and subject to monthly monitoring

Executive Leadership
Team

EXTREME

Unacceptable

Risk only acceptable with effective controls and all treatment plans to be explored
and implemented where possible, managed by highest level of authority and
subject to continuous monitoring

CEO & Council

Existing Controls Ratings
Rating

Foreseeable

Effective

There is little scope for improvement.

Adequate

There is some scope for improvement.

Inadequate

There is a need for improvement or action.

Description
Processes (Controls) operating as intended and aligned to Policies /
Procedures.
Subject to ongoing monitoring.
Reviewed and tested regularly.
Processes (Controls) generally operating as intended, however
inadequacies exist.
Limited monitoring.
Reviewed and tested, but not regularly.
Processes (Controls) not operating as intended.
Processes (Controls) do not exist, or are not being complied with.
Have not been reviewed or tested for some time.
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Attachment 2 - Item 6.2
Audit Committee Meeting 15 July 2020
Risk Management Policy
Policy Objectives
The objective of this Policy is to state the Shire of Carnamah’s (the ‘Shire’s’) intention to identify
potential risks before they occur so that impacts can be minimised or opportunities realised; ensuring
that the Shire achieves its strategic and corporate objectives efficiently, effectively and within good
corporate governance principles.

Policy Statement
It is the Shire’s Policy to achieve best practice (aligned with AS/NZS ISO 31000:2018 Risk
management – Guidelines), in the management of all risks that may affect the Shire meeting its
objectives.
Risk management functions will be resourced appropriately to match the size and scale of the Shire’s
operations and will form part of the Strategic, Operational, and Project responsibilities and be
incorporated within the Shire’s Integrated Planning Framework.
This policy applies to Council Members, Executive Management and all employees and contractors
involved in any Shire operations.

Policy Statement
The following points provide detail on the objective specifics:
1. Optimises the achievement of the Shire’s values, strategies, goals and objectives.
2. Aligns with and assists the implementation of Shire policies.
3. Provides transparent and formal oversight of the risk and control environment enabling
effective decision-making.
4. Reflects risk versus return considerations within the Shire’s risk appetite.
5. Embeds appropriate and effective controls to mitigate risk.
6. Achieves effective corporate governance and adherence to relevant statutory, regulatory and
compliance obligations.
7. Enhances organisational resilience.
8. Identifies and provides for the continuity of critical operations.

Key Policy Definitions
Risk: Effect of uncertainty on objectives.
Note 1: An effect is a deviation from the expected – positive or negative.
Note 2: Objectives can have different aspects (such as financial, health and safety and environmental
goals) and can apply at different levels (such as strategic, organisation-wide, project, product
or process).

Risk Management: Coordinated activities to direct and control an organisation with regard to risk.
Risk Management Process: Systematic application of management policies, procedures and
practices to the activities of communicating, consulting, establishing the context, and identifying,
analysing, evaluating, treating, monitoring and reviewing risk.

Roles & Responsibilities
The CEO is responsible for the:
•

Implementation of this Policy.

•

Measurement and reporting on the performance of risk management.

•

Review and improvement of this Policy and the Shire’s Risk Management Framework at
least biennially, or in response to a material event or change in circumstances.

The Shire’s Risk Management Framework outlines in detail all roles and responsibilities under CEO
delegation associated with managing risks within the Shire.

Risk Assessment and Acceptance Criteria
The Shire has quantified its broad risk appetite through the Shire’s Risk Assessment and Acceptance
Criteria. The criteria are included within the Risk Management Framework and as a component of this
policy.
All organisational risks are to be assessed according to the Shire’s Risk Assessment and Acceptance
Criteria to allow consistency and informed decision making. For operational requirements such as
projects or to satisfy external stakeholder requirements, alternative risk assessment criteria may be
utilised, however these cannot exceed the organisations appetite and are to be noted within the
individual risk assessment.

Monitor & Review
The Shire will implement and integrate a monitor and review process to report on the achievement of
the Risk Management Objectives, the management of individual risks and the ongoing identification of
issues and trends.
This policy will be kept under review by the Shire’s Management Team and its employees. It will be
formally reviewed biennially.

Risk Assessment and Acceptance Criteria
Shire of Carnamah Measures of Consequence
Rating
(Level)
Insignificant
(1)

Minor
(2)

Moderate
(3)

Major
(4)

Catastrophic
(5)

Health
Near miss.
Minor first
aid injuries
Medical
type
injuries

Lost time
injury
<30 days

Lost time
injury
>30 days

Fatality,
permanent
disability

Project

Project

TIME

COST

Inconsequential
damage.

Contained,
reversible impact
managed by on
site response

Exceeds
deadline by
10% of
project
timeline

Exceeds
project
budget
by 10%

Some temporary
non compliances

Substantiated, low
impact, low news
item

Localised damage
rectified by routine
internal procedures

Contained,
reversible impact
managed by
internal response

Exceeds
deadline by
15% of
project
timeline

Exceeds
project
budget
by 15%

$100,001 $500,000

Medium term
temporary
interruption –
backlog cleared by
additional resources
< 1 week

Short term noncompliance but
with significant
regulatory
requirements
imposed

Substantiated, public
embarrassment,
moderate impact,
moderate news
profile

Localised damage
requiring external
resources to rectify

Contained,
reversible impact
managed by
external agencies

Exceeds
deadline by
20% of
project
timeline

Exceeds
project
budget
by 20%

$500,001 $1,000,000

Prolonged
interruption of
services – additional
resources;
performance
affected
< 1 month

Non-compliance
results in
termination of
services or
imposed penalties

Substantiated, public
embarrassment, high
impact, high news
profile, third party
actions

Significant damage
requiring internal &
external resources
to rectify

Uncontained,
reversible impact
managed by a
coordinated
response from
external agencies

Exceeds
deadline by
25% of
project
timeline

Exceeds
project
budget
by 25%

More than
$1,000,000

Indeterminate
prolonged
interruption of
services – nonperformance
> 1 month

Non-compliance
results in
litigation, criminal
charges or
significant
damages or
penalties

Substantiated, public
embarrassment, very
high multiple
impacts, high
widespread multiple
news profile, third
party actions

Uncontained,
irreversible
impact

Exceeds
deadline by
30% of
project
timeline

Exceeds
project
budget
by 30%

Financial
Impact

Service
Interruption

Compliance

Reputational

Less than
$20,000

No material service
interruption

No noticeable
regulatory or
statutory impact

$20,001 $100,000

Short term
temporary
interruption –
backlog cleared < 1
day

Property

Environment

Unsubstantiated, low
impact, low profile or
‘no news’ item

Extensive damage
requiring prolonged
period of restitution
Complete loss of
plant, equipment &
building

Risk Management Policy

Measures of Likelihood
Level

Rating

Description

Frequency

5

Almost Certain

The event is expected to occur in most circumstances (>90% chance)

More than once per year

4

Likely

The event will probably occur in most circumstances(>50% chance)

At least once per year

3

Possible

The event should occur at some time(20% chance)

At least once in 3 years

2

Unlikely

The event could occur at some time(<10% chance)

At least once in 10 years

1

Rare

The event may only occur in exceptional circumstances(<5% chance)

Less than once in 15 years

Risk Matrix
Consequence
Likelihood

Insignificant

Minor

Moderate

Major

Catastrophic

1

2

3

4

5

Almost Certain

5

Moderate (5)

High (10)

High (15)

Extreme (20)

Extreme (25)

Likely

4

Low (4)

Moderate (8)

High (12)

High (16)

Extreme (20)

Possible

3

Low (3)

Moderate (6)

Moderate (9)

High (12)

High (15)

Unlikely

2

Low (2)

Low (4)

Moderate (6)

Moderate (8)

High (10)

Rare

1

Low (1)

Low (2)

Low (3)

Low (4)

Moderate (5)

Risk Management Policy

Risk Acceptance Criteria
Risk Rank

Description

Criteria

Responsibility

LOW

Acceptable

Risk acceptable with adequate controls, managed by routine procedures and
subject to annual monitoring

Supervisor / Team
Leader

MODERATE

Monitor

Risk acceptable with adequate controls, managed by specific procedures and
subject to semi-annual monitoring

Service Manager

HIGH

Urgent Attention
Required

Risk acceptable with effective controls, managed by senior management /
executive and subject to monthly monitoring

Executive Leadership
Team

EXTREME

Unacceptable

Risk only acceptable with effective controls and all treatment plans to be explored
and implemented where possible, managed by highest level of authority and
subject to continuous monitoring

CEO & Council

Existing Control Ratings
Rating

Foreseeable

Effective

There is little scope for improvement.

Adequate

There is some scope for improvement.

Inadequate

There is a need for improvement or action.

Description
Processes (Controls) operating as intended and aligned to Policies / Procedures.
Subject to ongoing monitoring.
Reviewed and tested regularly.
Processes (Controls) generally operating as intended, however inadequacies exist.
Limited monitoring.
Reviewed and tested, but not regularly.
Processes (Controls) not operating as intended.
Processes (Controls) do not exist, or are not being complied with.
Have not been reviewed or tested for some time.
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Workplace Emergency Management Plan
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Attachments

1. Admin Workplace Emergency Management Plan

SUMMARY
The Audit Committee is requested to consider recommending the attached Shire of Carnamah
Admin Workplace Emergency Management Plan, which has been drafted with the assistance of
LGIS.
BACKGROUND
The attached Admin Workplace Emergency Management Plan has been developed with
assistance from LGIS to help Shire of Carnamah to provide emergency procedures in relation to
Fire/Smoke, Medical, Personal Threat, Bomb Threat, External or Internal Emergencies. In
addition, the Plan identifies and assigns tasks to the Chief Warden and Deputy Warden to ensure
early control and coordination in case of emergency is quickly established.
A plan is necessary to ensure the capability of Shire of Carnamah to identify and continue the
delivery of critical activities and services following a disruptive incident.
COMMENT
As part of risk management discussions with LGIS, it was discovered that the Shire did not have
a current Admin Workplace Emergency Management Plan. Using a template provided by LGIS,
officers have developed a suitable Plan.
CONSULTATION
•
•
•
•

LGIS Risk Management Officers
DCEO
Manager Works and Services
Executive Co-ordinator

STATUTORY ENVIRONMENT
Emergency Management Act 2005
STRATEGIC IMPLICATIONS
Nil
POLICY IMPLICATIONS
Nil
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FINANCIAL IMPLICATIONS
Nil
VOTING REQUIREMENT
Simple majority

COMMITTEE RECOMMENDATION
That the Audit Committee recommends that Council endorses the attached
Shire of Carnamah Admin Workplace Emergency Management Plan, which
has been drafted with the assistance of LGIS.
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IMPORTANT CONTACT TELEPHONE NUMBERS
FIRE/ POLICE/ AMBULANCE

000

AMBULANCE - Carnamah

000

DFES – District Officer - Brendan Wilson

0428 860 715

DFES – Midwest-Gascoyne

9956 6000

Fire and Rescue Service (FRS)

xxxx

Fire and Rescue Service Captain (Carnamah) xxxx
POLICE - Carnamah

9951 1222 or 131 444

HOSPITAL – Three Springs

9954 3200

Poison Information Centre

13 11 26

Electricity (Synergy)

13 13 51

Water Corporation

13 13 75

DEC – Pollution Response

1300 784 782 (Business Hours)
1800 018 8000 (A/H)

INTERNAL CONTACTS
Council Office

9951 7000

Environmental Health Officer – Gordon Houston 0427 137 503
Building Surveyor – Dave Gibson CGG

9956 6691

Manager Works & Services – John Skinner

0447 284 226

Combined BFBs President - Graham Doust

0429 082 794

Chief BFCO (Carnamah) – Wayne Barry

0428 465 461

Carnamah BFB Captain – John Morgan

0427 341 067

Eneabba BFB Captain – Geoff Hortin

0427 525 014

Chief Executive Officer – Vin Fordham Lamont

0473 072 017

Emergency Management and Ranger Services Officer – Grant Fidock
0400 424 545
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3. PURPOSE
The purpose of this Workplace Emergency Management Plan is to provide guidance for the
Administration Office Emergency Control Organisation (ECO) to quickly and decisively respond to a
workplace emergency or evacuation at this location.
4. SCOPE
This document outlines the framework for managing emergencies associated with the Administration
Office workplace.
The Emergency Planning Committee (EPC) responsible for overseeing the planning activities for
workplace emergencies and evacuations across the Shire of Carnamah has approved this Plan. This
Plan will be reviewed annually.
5. DEFINITIONS
•
•
•
•
•
•

Assembly area(s) – the designated place or places where people assemble during the course
of an evacuation
Competent person – a person who has acquired through training, education, qualification,
experience or a combination of these, the knowledge and skill enabling him/her to correctly
perform the required task.
Emergency – an event that arises internally, or from external sources, which may adversely
affect the occupants or visitors in a facility, and which requires an immediate response.
Emergency Control Organisation (ECO) – a person or persons appointed by the emergency
planning committee to direct and control the implementation of the facilities emergency response
procedures.
Emergency Planning Committee (EPC) – persons responsible for the documentation and
implementation of an emergency plan. The Shire of Carnamah OSH Committee acts as the Shire
EPC.
Personal Emergency Evacuation Plan (PEEP) – an individualised emergency plan designed
for an occupant with a disability who may need assistance during an emergency

6. ABOUT THE FACILITY
The Administration Office is a single-storey building with an open layout design housing around 10
employees, regularly visited by members of the public for local government administration.
The facility is set back from Macpherson St to the south.
Emergency personnel have access through the building main entrance; from the rear parking area;
from the verandah on the left hand side of the building and door leading to the Council Chambers
located on the left of the building just before main entrance.
Contact and Location
Phone: 9951 7000 Email: shire@Carnamah.wa.gov.au
Opening hours
Monday to Friday, 8.30am to 4.30pm, however, the Council Chambers are used at times outside
these periods for Council and other public consultation meetings.
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2

3

1
4

Image 1: Administration Office – Access, Egress (Red) and Assembly Point (Green)
Assembly Point:
 Primary - West of the building in parking area.
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6.1. EMERGENCY IDENTIFICATION
An assessment has been made of the potential types of workplace emergencies that may impact
the Administration Office:
Emergency
Category

Examples

Consequence

Likelihood

Risk
Rating

Colour
Code

Fire and Smoke

Any type of fire, such
as a building fire,
clothing fire or cooking
fire

Major

Possible

High

Red

External
Emergency

Earthquake, flood,
bush fire
Nearby facility
Emergency

Major

Possible

High

Brown

Medical
Emergency

Heart attack,
workplace accident

Moderate

Possible

Moderate

Blue

Personal Threat

Armed hold-up,
violence, aggression

Moderate

Unlikely

Moderate

Black

Bomb Threat

Hoax, real threat or
suspicious Item

Moderate

Unlikely

Moderate

Purple

Internal
Emergency

Chemical spills,
structural concerns,
extended utility failure
or gas leak

Moderate

Unlikely

Moderate

Yellow

Building
Evacuation

Any type of
emergency that leads
to evacuation

Minor

Likely

Low

Orange

Procedures have been developed and included in this plan for responding to potential emergencies
assessed as having a high and medium risk rating.

6.2. PHILOSOPHY
Evacuation Philosophy
The ‘Evacuation’ design is based on the principle of early notification provided to the Shire’s
employees, contractors and visitors to allow occupants to commence evacuation initially to assembly
points, (or to disperse / scatter), then away from further harm with suppression systems in place to
maintain tenable conditions for evacuation.
Seek Refuge / Lockdown Philosophy (No Evacuation)
The ‘Seek Refuge / Lockdown’ design is based on the principle of early notification provided to the
Shire’s employees, contractors and visitors to allow occupants to shelter inside a facility until the
arrival of Emergency Services responders or Police, on the basis that evacuation to an external
location might expose evacuees to a greater level of danger such as severe weather, an attacker,
dangerous animals or armed robbery.
For the purposes of this Plan, ‘Seek Refuge / Lockdown’ philosophy will assume the presence of an
attacker or severe weather.
Administration Office Workplace Emergency Management Plan
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7. EMERGENCY FEATURES
7.1. SAFETY PROTECTION FEATURES
Equipment
Door Release

Description
After hours security lock release

Door Release

Automatic door opener

Emergency Lighting
First Aid Provisions

Illuminated running man signs
Ceiling mounted lights
Workplace First Aid kit

First Aiders

Trained personnel

Location(s)
All exits within the
administration building
Council Lounge foyer – right
hand side
In accordance with BCA
South side entrance
Councillors Kitchen
List posted

7.2. FIRE PROTECTION FEATURES
Equipment
Heat/Smoke
Detectors
Fire Hoses
Fire Extinguishers

Description

Location(s)
Throughout the building
In compliance with BCA
In compliance with BCA

Fire Blanket

20 Meter low pressure reels
Dry Chemical
Carbon Dioxide (electrical)
0.9m x 0.9m

Fire Hydrants

Twin head high pressure main

North side garden bed

Employee Kitchen

7.3. SECURITY FEATURES
Nil
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8. CONTROL, COORDINATION AND COMMUNICATION
8.1. EMERGENCY CONTROL ORGANISATION (ECO)
The Administration Office Emergency Control Organisation direct and control the response to an
emergency and implement necessary procedures.
The ECO structure is comprised of a Chief Warden, a Deputy Chief Warden, Wardens, and First Aid
Officers and forms part of the Shire of Carnamah emergency resources. The structure of the ECO
varies according to the time and/or day of the week.
Due to the small number of staff in the building, ECO Wardens and First Aid Officers will be easily
identifiable, and therefore not required to wear prescribed colour-coded hats and vests.

8.2. CONTROL POINTS
8.2.1. Master Emergency Control Point
The Master Emergency Control Point is the location where the Chief Warden establishes control,
coordination and communication.
In the Administration Office, the Master Emergency Control Point is at the Customer Service Front
Counter.
If this location is unsafe or unsuitable the Chief Warden will determine an alternative.
8.2.2. Warden Sentry Points
Sentry points are required to prevent re-entry (if safe to do so) at:
 Main entrance
 All other entrances
8.2.3. Emergency Services Access
Emergency services are likely to access the facility through the front entrance.
8.2.4. Communications
Primary means of internal Emergency Control Organisation communications is directly with each
other or by phone.
9. PREVENTION AND PREPAREDNESS ACTIVITIES
9.1. PREVENTION
Emergency Control Organisation (ECO)
The ECO should report:
 Exit signs that are not illuminated
 Exits, corridors or aisles that are obstructed and not readily accessible
 Fire doors and walkways that are obstructed and not readily accessible
 First attack firefighting equipment, such as extinguishers, that are missing, appear to be
faulty, or obstructed and not readily accessible
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9.2. PREPAREDNESS
Emergency Control Organisation (ECO)
All members of the ECO should:
 Participate in emergency exercises
 Attend training and skills-retention activities as required
 Participate in workplace emergency event assessment teams as required
 Review the facility’s workplace emergency and evacuation plan as required
 Make employees aware of emergency response behaviour expected in their working area

9.3.

EMERGENCY PLANNING COMMITTEE (EPC)

The Emergency Planning Committee has been formed from representatives of the Shire of
Carnamah and includes the Chief Warden, Deputy Chief Warden and all members of the OSH
Committee.
The specific roles, responsibilities and duties of the EPC include:
 The development, implementation and review of emergency plans and procedures.
 Ensure that the formation, training and maintenance of the Emergency Control Organisation
are in accordance with Australian Standards and Legislation.
 Determine the number of Emergency Control Organisation personnel consistent with the
nature and risk of the building, structure and workplace and total number of employees.
 Ensure that personnel are appointed to all positions on the Emergency Control Organisation
and replacement personnel are appointed where necessary.
 Arrange for training of Emergency Control Organisation personnel.
 Arrange for the conduct and recording of evacuation exercises.
 Review the effectiveness of evacuation exercises and arrange for routine improvements.

9.4.

RESPONSE ACTIONS – GENERAL

If there is an emergency, the Administration Office Emergency Control Organisation acts to ensure
staff and visitors are safe within the building or are evacuated to a nominated safe Assembly Point.
If an evacuation is required, Wardens are to communicate verbally to staff and visitors in the vicinity
by loudly calling out “Fire, Fire, Fire” or “Evacuate, Evacuate, Evacuate” and then conduct (if safe to
do so) a sweep to clear the facility and proceed with staff and visitors to the nominated safe Assembly
Point.
 Contact Emergency Services (if required)
 Collect first aid kits (if safe to do so)
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9.5. RESPONSE ACTIONS – EMERGENCY CONTROL ORGANISATION ROLES
Chief Warden
The Chief Warden should:
Determine the nature of the emergency and determine appropriate response actions –
 If Emergency Services are required, ensure they have been notified and meet them on
arrival.
 If evacuation is required, initiate evacuation.
 Ensure that Wardens and First Aid Officers are advised of the situation as appropriate.
 Maintain ongoing communication with Wardens and First Aid Officers to determine ongoing
actions and ensure situational awareness.
Report to front entrance –
 Ensure entry into the facility and any affected area/s are controlled.
 Determine most appropriate assembly point.
 Ensure continued progress of response and/or evacuation.
 Engage persons as required to assist during emergency.
Liaise with Emergency Services –
 Brief and assist Emergency Services on arrival on site.
 If the facility can be re-entered, give the all clear and supervise safe re-entry.
 If the building cannot be re-entered for an extended period, consult with Senior
Management on Business Continuity procedures.
Deputy Chief Warden
The Deputy Chief Warden should:
 Act in the function of the Chief Warden during times of absence.
 Perform duties allocated by the Chief Warden.
Wardens
Wardens should:
 If evacuation is required, instruct occupants to leave through the nearest safe exit and
move to the assembly point.


Ensure their area of responsibility is cleared, and then move to the assembly point.



Notify the Chief Warden of the status of their area.



Control staff movements to and at the assembly point.



Implement further procedures as directed by the Chief Warden.

First Aid Officers
First Aid Officers should (only if safe to do so):
 Move to the assembly point with a first aid kit.
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If there are injured person/s, attend the scene if safe to do so and assess. If the injured
cannot be moved, treat and provide First Aid assistance as appropriate.



Ensure the Chief Warden is notified.



Ensure Emergency Services are notified.

9.6. PERSONS WITH A DISABILITY


Egress / Access via the Emergency Exit doors.



Assembly Points have simple paved egress.

Personal Emergency Evacuation Plans (PEEPS) will be prepared for persons who may require
additional assistance in an evacuation.

9.7. ASSEMBLY POINTS


Primary - West of the building in the parking area.

If this location is not suitable, the Chief Warden will select and advise of an alternative location.

9.8. EVACUATION ALTERNATIVES
Partial Evacuation
Some emergencies may require only a partial evacuation of the facility. The Chief Warden
determines if staff and visitors from a particular area should be moved or evacuated.
Shelter in Place
In some emergencies it may be considered safer to remain inside the facility rather than evacuate.
The Chief Warden will determine ‘shelter in place’ to protect the occupants of the building until Police
or Emergency Services arrive.

9.9. RECOVERY ACTIONS
Emergency Control Organisation
All members of the ECO should participate in the workplace emergency incident debrief which will
be facilitated by the Shire’s Emergency Planning Committee.
Chief Warden
The Chief Warden will ensure that an OSH Report is initiated within 24 hours of a workplace
emergency and/or evacuation.
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10. AREAS OF RESPONSIBILITY

10.1. Zone

Insert building plan here or describe the area of responsibility

Zone Y

Zone X

Warden Response Actions


Clearly identify yourself.



Communicate with the Chief Warden by whatever means available and act on instructions.



Advise the Chief Warden as soon as possible of the circumstances and any action taken.



Confirm that Emergency Services has been notified.



If it is safe to do so, check to ensure that doors are properly closed – (NB in case of a bomb,
doors are left open to reduce the potential blast effect).



Search area of responsibility to ensure that all persons have evacuated.



Act as the leader to ensure the orderly flow of persons into protected areas.



Assist persons with disabilities.



Co-opt persons as required to assist during the emergency.



Confirm activities have been completed and report this to the Chief Warden.
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11. EMERGENCY PROCEDURES

11.1. FIRE AND/OR SMOKE (CODE RED)

CODE RED

Initial Actions
If fire or smoke is discovered: (any type of fire, such as a building fire, clothing fire or cooking fire):

R
A
C
E

Remove people from immediate danger
Alert people in the immediate vicinity phone Triple Zero (000) & Chief Warden
Contain the fire close doors and windows if safe to do so
when the area is clear of occupants
Evacuate - Wardens (ECO) extinguish fire if trained and safe to do so

First attack firefighting equipment such as extinguishers should:
 Only be operated by workers trained in their use.
 Only be used if safe to do so.
 Only be used on the types of fires they are designed for.
 Only use fire blankets on small cooking oil fires and clothing fires if safe.
The Chief Warden should:
 Ensure Emergency Services have been notified.
 Where practical and safe to do so, ensure utilities and any hazardous processes are turned
off such as ignition sources and gas.
Note:
 Advise the Chief Warden at the first available opportunity.
 The Emergency Control Organisation (ECO) should implement the evacuation procedures.
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11.2. MEDICAL EMERGENCY (CODE BLUE)

CODE BLUE

Initial Actions
In an emergency requiring urgent medical assistance (such as a heart attack, workplace accident),
the person discovering should:
 Phone 000 for an ambulance.
 Immediately inform the nearest First Aid Officer.
 Ensure the area is safe.
 Stay with the casualty until help arrives.
Note:
 First aid treatment is delivered by First Aid Officers as outlined in the First Aid Procedure.
 First Aid Officers should notify the Chief Warden if assistance is required in coordinating the
emergency response.
Emergency Response
The Chief Warden should:
 Ensure someone is assigned to meet and direct Emergency Services on their arrival.
 Where appropriate, ensure that any plant or equipment involved in the incident is
quarantined.
Post Incident
 The OSH Officer must notify Worksafe as soon as possible, and complete the Shire’s incident
report.
 Conduct debrief with relevant workers following the incident. Debrief with affected workers to
be undertaken by Human Resources personnel and if appropriate, arrangements may be put
in place for assistance from professional counsellors.
12.2.1 Electric Shock
If an occupant in the facility has received an electric shock
 The nearest person should disconnect the electrical supply promptly.
 If safe to do so, unplug the appliance from the power outlet.
 Avoid direct skin contact with the person and any conducting material touching the person,
such as metal objects and water which conduct electricity and may be extremely dangerous.
 The person discovering the incident should immediately notify the nearest First Aid Officer
and Chief Warden. Actions include:
o

The onsite First Aider should immediately attend and assist where possible.

o

Phone 000 for an ambulance if the person’s condition is uncertain. If an ambulance
is not required, refer the person immediately for a medical assessment.

o

Chief Warden to co-ordinate the emergency response.

o

Report incident to Energy Safety. Refer to
https://www.commerce.wa.gov.au/energysafety/report-electrical-accident-or-shock
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12.2.2 Deceased Persons
Initial Actions
Once advised of a deceased person, phone 000 for an ambulance and inform the nearest First Aid
Officer and Chief Warden.
The onsite First Aider should:
 Avoid contact with blood and other bodily fluids
 Assist the Chief Warden as directed
The Chief Warden is to co-ordinate the emergency response:
 Isolate the site where the incident occurred
 Segregate witnesses, friends and colleagues in a private area away from the scene
 Do not disturb the body and do not interfere with any evidence
 Inform the Police
 Co-ordinate with Police on arrival
Post Incident
If the deceased person is a worker, notify Worksafe WA of the incident as soon as possible. The
Chief Warden must complete an incident report and if appropriate, arrangements may be put in place
for assistance from professional counsellors.
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11.3.

PERSONAL THREAT (CODE BLACK)

CODE BLACK

12.3.1 Violence, Aggression or Intruder
Initial Actions
If a worker is confronted by a threat or incident of violence, they should follow: “CODE A”
 CALM - Try and remain calm.
Stay away from the personal space of the offender.
Do not attempt to apprehend the offender. Remember that the safety of workers and visitors
is of paramount importance.
 OBEY - Cooperate fully with the offender if safe to do so.
Avoid making any sudden or unexpected movements.
Only do what you are told, nothing more.
Don’t offer any advice or additional information.
 DESCRIPTION – Make note of the offender’s accent, clothing, scars, tattoos, height, hair,
weapons, etc.
Complete the ‘Description of Offender’ form below as soon as possible after the event.
 EVIDENCE - Remember what was touched by the offender and do not touch it yourself.
Do not disturb or remove anything from the crime scene.
Do not attempt to follow the offender out of the building / premises.
 ALARM - Activate the alarm and/or call Police on 000 as soon as it is safe to do so.
The Chief Warden should:
 Liaise with Emergency Services upon their arrival
 Assist attending Police
Post-Incident Actions
 Assist any person who has been injured by following first aid procedures
 Record observations in writing as soon as possible after the event
 Ensure details of all observers have been obtained – provide a quiet place for them to sit and
wait
Please complete DESCRIPTION OF OFFENDER FORM on the following page
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DESCRIPTION OF OFFENDER FORM
If you are a victim of a crime, please complete this form by yourself. If you are unsure of an
answer, leave it blank, don’t guess. If there are other witnesses, record their names at the
bottom of this page and ask them to complete a separate Description Of Offender Form.
OFFENDERS
Gender
Height
Build
Age
Hair
Facial Hair
Complexion
Eyes
Accent / race
Disguise
Scars / tattoos
Headwear
Glasses
Shirt / jacket
Pants / dress
Clothing Logos
Shoes / boots
VEHICLE DETAILS
Make
Colour
Number of occupants

1

Model
Registration

2

3

Type
Year (approx.)
Plate Colour
Distinguishing features /
accessories

WEAPON DETAILS
OTHER:

WITNESS DETAILS
Witness 1
Witness 2
Witness 3
Witness 4
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12.3.2 Armed Offender
Initial Actions
On becoming aware of the presence of an Armed Offender, and if safe to do so, the person
discovering should shout, (or use another suitable communication method) “LOCKDOWN”,
LOCKDOWN” to alert others of the potential threat:
 Try to remain calm
 Call 000 and/or activate alarm if safe to do so
 Initiate Lockdown Procedures (See ‘Active Shooter’ below)
 If the Armed Offender is already in close proximity, follow “CODE A” procedures listed
above (12.3.1 Violence, Aggression or Intruder)
12.3.3 Active Shooter
Initial Actions

 RUN/ESCAPE – if safe to do so. Avoid wide open spaces.
 HIDE – if unable to safely escape, seek shelter. Lock doors or block entry to the area. Hide
out of direct view and turn off your mobile volume and vibrate mode.
 ACT – Continually re-assess the situation for any opportunities to better secure you within
the building or to evacuate safely, and as a last resort, defend yourself.
 SEE/TELL – pass information on to police and prevent others from entering the area.
 Police may initially consider all individuals as potential threats based on the limited
information they may have of the circumstances. It is important to keep your hands in view
and follow instructions from Police at all times to avoid harm and ensure the best possible
response.
 Secure the immediate vicinity in which the offence occurred to preserve evidence.
Save and protect life:
 Co-ordinate until police arrive
 Use the built environment to restrict / deny access
 Undertake CCTV surveillance where possible
 Communicate appropriate escape and hide options
 Identify and establish safe medical triage / first aid area
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Contain the incident or threat:
 Consider electronic or mechanical isolation systems to constrain movement of the offender
or restrict access to potential victims
 Identify and establish a safety perimeter using the existing built environment
 Wherever possible, prevent escape options for the offender into areas that may endanger
others
Facilitate evacuation/disperse/scatter as appropriate:
 Notify wardens
 Assess and provide guidance on safe routes
 Identify safe places to seek shelter for those unable to evacuate
Support emergency response and investigation:
 Initiate and establish communications with Police through 000 or other means
 Identify and communicate safe access routes for Police and Emergency Services
 Transition incident management to Police
 Continue to communicate and provide ongoing support to Police if safe to do so
 Commence incident log
 Provide site plans and CCTV footage
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11.4.

BOMB THREAT (CODE PURPLE)

CODE PURPLE

12.4.1 Bomb Threats (verbal or written)
Bomb threats must always be treated seriously.
Where a telephone bomb threat is received, the ‘Telephone Bomb Threat Checklist’ below must be
used to obtain information.
Without making the caller aware, alert persons nearby to call 000 for assistance:
Telephone Bomb Threat Checklist
WHAT TIME was the call received? _______________ Write down the exact wording of the threat:

DO NOT hang up the phone after the call. Police may be able to trace it.
GENERAL QUESTIONS TO ASK THE CALLER:
WHAT type of bomb is it?
WHERE did you put it?
WHEN did you put it there?
WHY did you do this?
WHEN will it explode?
WHAT will make it explode?
WHAT does it look like?
WHO are you?
DID you place the bomb?
HOW DID THE CALLER SOUND?
☐Angry

☐Calm

☐Abusive

☐Drug / Alcohol Affected

☐Irrational

WHAT CAN YOU REMEMBER ABOUT THE CALLER?
Sex (Male / Female)
Nationality (any accent?)
Approximate age
Voice (nervous, well-spoken,
educated, fast or slow, etc).
Mobile Phone / Pay Phone, etc.
WHAT ELSE COULD YOU HEAR?
Background Noise (music, children,
train, machinery, street noise, etc).
Notes:
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Initial Actions
 Inform the Chief Warden who will inform the Police.
 Where requested, Wardens to undertake a voluntary search of any area mentioned in a
specific threat
 Open all doors and windows if safe to do so to reduce the impact of any potential explosion.
12.4.2 Suspicious Item
HOT Principle
On discovering an unattended bag or other item that looks unusual or suspicious, use the HOT
Principle to assist with your assessment:

H
O
T

Has the item been Hidden?

Is it Obviously suspicious?

Typical for this area?

If the HOT Principle leads you to believe that the item is suspicious do not touch or move the item.
Immediately inform the Chief Warden.
Initial Actions
 Do not use mobile phones and hand-held radios within 15 metres of the item.
 Ensure Police are contacted.
 Move away from the item and do not allow any other person to approach the item.
 Isolate the area – do not allow another person who is not the owner of the item to touch, open
or move the item.
If evacuating in response to a suspected bomb being discovered, or as a precaution:
 Evacuation should be initiated well before any detonation deadline.
 Evacuate to a minimum of 150 metres.
 Leave all doors and windows open when evacuating if safe to do so to reduce the impact of
any potential explosion.
 Persons must not assemble in any location that is line of sight or close to a possible danger
area.
 Building re-entry should only be considered after consultation with Police.
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11.5.

EXTERNAL EMERGENCY (CODE BROWN)

CODE BROWN

12.5.1 Earthquake
In an earthquake it is important that occupants act immediately and DROP, COVER, HOLD.
 DROP to the floor somewhere close to avoid injury from flying debris – no more than a few
steps
 Seek COVER under a strong table
 HOLD on to a table leg to keep it from moving away
Alternatively take shelter next to an interior wall, chair, bed or other sturdy furniture that will not fall
on you, away from windows that can shatter and hanging objects that can fall. Protect your head and
neck with your arms.
In modern buildings, doorways are no stronger than any other part of the structure and usually have
doors than can swing and injure if the ground is shaking.
The Wardens should:
Shout ‘EARTHQUAKE! DROP, COVER, HOLD’ repeatedly

Immediately after the
earthquake
Once the shaking stops, the Chief Warden should:
 Loudly and firmly tell occupants to stay put until the situation has been assessed – do not
evacuate right away unless there are obvious signs of danger in the area.
 Check which exit routes are safe before directing occupants to evacuate.
 Remind workers and visitors not to delay evacuating by looking for their personal belongings.
The Chief Warden should:
 Ensure Emergency Services have been notified.
 Where practical and safe to do so, ensure utilities and any hazardous processes are turned
off such as ignition sources and gas.
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12.5.2 Flood, Bush Fire, Nearby Facility Emergency
Emergency Response
The Chief Warden will initially determine whether it is safer for occupants to evacuate or to seek
shelter within the facility.
If evacuating:
 Notify Wardens and implement evacuation procedures
 Assess and provide guidance on safe routes for evacuation
 Assess the safety of muster points and change if necessary
 Contact Emergency Services on 000
If sheltering within the facility:
 Identify safe places to shelter
 Contact Emergency Services on 000
 Identify and establish safe medical triage / first aid area
 Continually re-assess the situation for safe evacuation of the facility or any opportunities to
better secure occupants within the building
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11.6.

INTERNAL EMERGENCY (CODE YELLOW)

CODE YELLOW

12.6.1 Chemical spills, structural concerns, utility failure or gas leak
Initial Actions
The person discovering should:
 Remain calm.
 Assess the situation for safety. If the area is unsafe, evacuate and restrict further access to
the affected area.
 Immediately inform the Chief Warden.
If evacuating, the Chief Warden will:
 Notify Wardens and implement evacuation procedures.
 Assess and provide guidance on safe routes for evacuation.
 Assess the safety of muster points and change if necessary.
 Contact Emergency Services on 000 or the relevant contractor or utility provider for
assistance.
Further actions:
 For a chemical spill or gas leak, open all doors and windows if safe to do so.
 Where practical and safe to do so, ensure utilities and any hazardous processes are turned
off such as ignition sources and gas.
 Ensure contaminated occupants are treated and isolated.
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12. EVACUATION OBSERVER’S LOG
DATE:

SITE:

AREA:
EVACUATION SEQUENCE

YES/NO/NA

TIME

1st Alarm (warning) sounded. Was it clearly audible?
Warden(s) responded (stopped work, collected coloured hat, roll call log,
made way to designated area and sought further instruction)
Employees stopped work and assembled at their designated exit door
Time the relevant Emergency Services was called?
2nd Alarm (evacuate) sounded and evacuation commenced. Was it clearly
audible? Did staff move in an orderly fashion?
Wardens checked their area of responsibility to determine if all persons had
been evacuated
Wardens reported floor or area clear to Chief Warden
People unfamiliar with the emergency response procedures and visitors
were assisted in evacuating. Persons with disabilities were assisted
There were no obstructions in corridors, exit doors and stairs or at assembly
points
External entry points (gates/doors) were guarded to prevent re-entry, and
vehicular movement was restricted during the exercise
Evacuees arrived at their designated assembly area
Wardens checked personnel present at their assembly point (where
appropriate) and notified Chief Warden
Evacuation completed
Exercise terminated – ALL CLEAR issued

COMMENTS:

OBSERVER: ______________________________________

SIGNED: _______________________________
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13. CHIEF WARDEN CHECKLIST

White Hat & Vest (If available)
Assume control from time alarm is raised until arrival and handover to
Emergency Services.
ACTION CHECKLIST
•
•

Acknowledge alert and evacuation alarms or other forms of emergency
identification.
Assume control of the site.
Maintain log of all activities and decisions.

•
•
•

Direct stand-by actions to Emergency Control Organisation (Wardens).
Ensure Emergency Services are notified.
Activate Emergency Warning System or Shelter in Place protocols.

•
•

Establish Emergency Operations Centre to manage emergency.
Receive situation reports from Wardens, Security and other operations
members.
Determine emergency type and action:
Shelter in Place; Partial Evacuation; Full Evacuation
Action Emergency Warning System
Receive regular situation reports from Communications Coordinator on
emergency and evacuation progress

•

IDENTIFY
NOTIFY

•

ACT

•
•

FOLLOW
INSTRUCTION

•

Follow instructions from Emergency Services

EVACUATE

•
•

Determine all-clear or hand over emergency to Emergency Services
Evacuate to assembly areas if required.

ALL CLEAR

•
•

Declare or receive all-clear from Emergency Services
Conduct debriefs.

EMERGENCY

COLOUR CODE

Fire and/or Smoke

RED

Medical Emergency

BLUE

Personal Threat

BLACK

Bomb Threat

PURPLE

External Emergency

BROWN

Internal Emergency

YELLOW

Evacuation

ORANGE
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7.0

CONFIDENTI AL REPORTS
Nil

8.0

NEW BUSI NESS OF AN URGENT N ATURE

9.0

CLOSURE OF MEETING

9.1

Date, Time and Place of the Next Meeting

9.2

Closure of the Meeting

Agenda

Audit Committee Meeting 15 July 2020
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